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QUESTION 1

Responsibilities for information security in projects should be defined and allocated to:
A. the project manager

B. specified roles defined in the used project management method of the organization
C. the InfoSec officer D. the owner of the involved asset

Correct Answer: B

QUESTION 2

What is the objective of classifying information?

A. Authorizing the use of an information system

B. Creating alabel that indicates how confidential the information is

C. Defining different levels of sensitivity into which information may be arranged
D. Displaying on the document who is permitted access

Correct Answer: C

QUESTION 3
What is the ISO / IEC 27002 standard?

A. Itis a guide of good practices that describes the controlobjectives and recommended controls regarding information
security.

B. It is a guide that focuses on the critical aspects necessary for the successful design and implementation of an ISMS
in accordance with ISO / IEC 27001

C. Itis a guide for the development and use of applicable metrics and measurement techniques to determine the
effectiveness of an ISMS and the controls or groups of controls implemented according to ISO / IEC 27001.

Correct Answer: A

QUESTION 4
What is the most important reason for applying the segregation of duties?
A. Segregation of duties makes it clear who is responsible for what.

B. Segregation of duties ensures that, when a person is absent, it can be investigated whether he or she has been
committing fraud.
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C. Tasks and responsibilities must be separated in order to minimize the opportunities for business assets to be
misused or changed, whether the change be unauthorized or unintentional.

D. Segregation of duties makes it easier for a person who is readywith his or her part of the work to take time off or to
take over the work of another person.

Correct Answer: C

QUESTION 5
What sort of security does a Public Key Infrastructure (PKI) offer?

A. It provides digital certificates that can be used to digitally signdocuments. Such signatures irrefutably determine from
whom a document was sent.

B. Having a PKI shows customers that a web-based business is secure.

C. By providing agreements, procedures and an organization structure, a PKI defines which person or which system
belongs to which specific public key.

D. A PKI ensures that backups of company data are made on a regular basis.

Correct Answer: D
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