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QUESTION 1

Physical labels and ________ are two common forms of labeling which are mentioned in ISO 27002. 

A. metadata 

B. teradata 

C. bridge 

Correct Answer: A 

 

QUESTION 2

What sort of security does a Public Key Infrastructure (PKI) offer? 

A. It provides digital certificates that can be used to digitally sign documents. Such signatures irrefutably determine from
whom a document was sent. 

B. Having a PKI shows customers that a web-based business is secure. 

C. By providing agreements, procedures and an organization structure, a PKI defines which person or which system
belongs to which specific public key. 

D. A PKI ensures that backups of company data are made on a regular basis. 

Correct Answer: D 

 

QUESTION 3

Peter works at the company Midwest Insurance. His manager, Linda, asks him to send the terms and conditions for a
life insurance policy to Rachel, a client. Who determines the value of the information in the insurance terms and
conditions document? 

A. The recipient, Rachel 

B. The person who drafted the insurance terms and conditions 

C. The manager, Linda 

D. The sender, Peter 

Correct Answer: A 

 

QUESTION 4

Logging in to a computer system is an access-granting process consisting of three steps: identification, authentication
and authorization. 
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What occurs during the first step of this process: identification? 

A. The first step consists of checking if the user is using the correct certificate. 

B. The first step consists of checking if the user appears on the list of authorized users. 

C. The first step consists of comparing the password with the registered password. 

D. The first step consists of granting access to the information to which the user is authorized. 

Correct Answer: B 

 

QUESTION 5

Why is compliance important for the reliability of the information? 

A. Compliance is another word for reliability. So, if a company indicates that it is compliant, it means that the information
is managed properly. 

B. By meeting the legislative requirements and the regulations of both the government and internal management, an
organization shows that it manages its information in a sound manner. 

C. When an organization employs a standard such as the ISO/IEC 27002 and uses it everywhere, it is compliant and
therefore it guarantees the reliability of its information. 

D. When an organization is compliant, it meets the requirements of privacy legislation and, in doing so, protects the
reliability of its information. 

Correct Answer: B 
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