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QUESTION 1

All are prohibited in acceptable use of information assets, except: 

A. Electronic chain letters 

B. E-mail copies to non-essential readers 

C. Company-wide e-mails with supervisor/TL permission. 

D. Messages with very large attachments or to a large number ofrecipients. 

Correct Answer: C 

 

QUESTION 2

A couple of years ago you started your company which has now grown from 1 to 20 employees. Your company\\'s
information is worth more and more and gone are the days when you could keep control yourself. You are aware that
you have to take measures, but what should they be? You hire a consultant who advises you to start with a qualitative
risk analysis. 

What is a qualitative risk analysis? 

A. This analysis follows a precise statistical probability calculation in order to calculate exact loss caused by damage. 

B. This analysis is based on scenarios and situations and produces a subjective view of the possible threats. 

Correct Answer: B 

 

QUESTION 3

A hacker gains access to a web server and reads the credit card numbers stored on that server. Which security principle
is violated? 

A. Availability 

B. Confidentiality 

C. Integrity 

D. Authenticity 

Correct Answer: B 

 

QUESTION 4

There is a network printer in the hallway of the company where you work. Many employees don\\'t pick up their printouts
immediately and leave them on the printer. 
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What are the consequences of this to the reliability of the information? 

A. The integrity of the information is no longer guaranteed. 

B. The availability of the information is no longer guaranteed. 

C. The confidentiality of the information is no longer guaranteed. 

D. The Security of the information is no longer guaranteed. 

Correct Answer: B 

 

QUESTION 5

In what part of the process to grant access to a system does the user present a token? 

A. Authorisation 

B. Verification 

C. Authentication 

D. Identification 

Correct Answer: D 
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