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QUESTION 1

Which of the following is an information security management system standard published by the International
Organization for Standardization? 

A. ISO9008 

B. ISO27001 

C. ISO5501 

D. ISO22301 

Correct Answer: B 

 

QUESTION 2

Which reliability aspect of information is compromised when a staff member denies having sent a message? 

A. Confidentiality 

B. Integrity 

C. Availability 

D. Correctness 

Correct Answer: B 

 

QUESTION 3

You see a blue color sticker on certain physical assets. What does this signify? 

A. The asset is very high critical and its failure affects the entire organization 

B. The asset with blue stickers should be kept air conditioned at all times 

C. The asset is high critical and its failure will affect a group/s/project\\'s work in the organization 

D. The asset is critical and the impact is restricted to an employee only 

Correct Answer: C 

 

QUESTION 4

What is a definition of compliance? 

A. Laws, considered collectively or the process of making or enacting laws 
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B. The state or fact of according with or meeting rules or standards 

C. An official or authoritative instruction 

D. A rule or directive made and maintained by an authority. 

Correct Answer: B 

 

QUESTION 5

Someone from a large tech company calls you on behalf of your company to check the health of your PC, and therefore
needs your user-id and password. What type of threat is this? 

A. Social engineering threat 

B. Organisational threat 

C. Technical threat 

D. Malware threat 

Correct Answer: A 
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