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QUESTION 1

Which reliability aspect of information is compromised when a staff member denies having sent a message?
A. Confidentiality

B. Integrity

C. Availability

D. Correctness

Correct Answer: B

QUESTION 2

Which threat could occur if no physical measures are taken?
A. Unauthorised persons viewing sensitive files

B. Confidential prints being left on the printer

C. A server shutting down because of overheating

D. Hackers entering the corporate network

Correct Answer: C

QUESTION 3

Which of the following does a lack of adequate security controls represent?
A. Asset

B. Vulnerability

C. Impact

D. Threat

Correct Answer: B

QUESTION 4
Which measure is a preventive measure?
A. Installing a logging system that enables changes in a system to be recognized

B. Shutting down all internet traffic after a hacker has gained access to the company systems
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C. Putting sensitive information in a safe

Correct Answer: C

QUESTION 5
What controls can you do to protect sensitive data in your computer when you go out for lunch?
A. You activate your favorite screen-saver

B. You are confident to leave your computer screen as is since a password protected screensaver is installed and it is
set to activate after 10 minutes of inactivity

C. You lock your computer by pressing Windows+L or CTRL-ALT-DELETE and then click "Lock Computer".
D. You turn off the monitor

Correct Answer: C
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