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QUESTION 1

You are asked to detect domain generation algorithms 

Which two steps will accomplish this goal on an SRX Series firewall? (Choose two.) 

A. Define an advanced-anti-malware policy under [edit services]. 

B. Attach the security-metadata-streaming policy to a security 

C. Define a security-metadata-streaming policy under [edit 

D. Attach the advanced-anti-malware policy to a security policy. 

Correct Answer: BD 

Explanation: To detect domain generation algorithms (DGAs) on an SRX Series firewall, you can use the security-
metadata-streaming and advanced-anti-malware features. The first step is to define a security-metadata-streaming
policy under 

[edit services], which allows the firewall to receive and process metadata from a third- party security intelligence service.
This metadata includes information about DGAs, which the firewall can use to identify and block malicious traffic. The 

second step is to attach the security-metadata-streaming policy to a security policy, this will enable the firewall to inspect
traffic against the DGA domains provided by the intelligence service. 

The third step is to enable the advanced-anti-malware feature on the firewall, and attach an advanced-anti-malware
policy to a security policy. This allows the firewall to detect and block malware based on signatures and behavioral
analysis, 

which can also detect and block traffic associated with DGAs. 

 

QUESTION 2

You have a webserver and a DNS server residing in the same internal DMZ subnet. The public Static NAT addresses
for the servers are in the same subnet as the SRX Series devices internet-facing interface. 

You implement DNS doctoring to ensure remote users can access the webserver. 

Which two statements are true in this scenario? (Choose two.) 

A. The DNS doctoring ALG is not enabled by default. 

B. The Proxy ARP feature must be configured. 

C. The DNS doctoring ALG is enabled by default. 

D. The DNS CNAME record is translated. 

Correct Answer: BC 
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QUESTION 3

You are requested to enroll an SRX Series device with Juniper ATP Cloud. 

Which statement is correct in this scenario? 

A. If a device is already enrolled in a realm and you enroll it in a new realm, the device data or configuration information
is propagated to the new realm. 

B. The only way to enroll an SRX Series device is to interact with the Juniper ATP Cloud Web portal. 

C. When the license expires, the SRX Series device is disenrolled from Juniper ATP Cloud without a grace period 

D. Juniper ATP Cloud uses a Junos OS op script to help you configure your SRX Series device to connect to the
Juniper ATP Cloud service. 

Correct Answer: D 

 

QUESTION 4

Exhibit Referring to the exhibit, which three statements are true? (Choose three.) 
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A. The packet\\'s destination is to an interface on the SRX Series device. 

B. The packet\\'s destination is to a server in the DMZ zone. 

C. The packet originated within the Trust zone. 

D. The packet is dropped before making an SSH connection. 

E. The packet is allowed to make an SSH connection. 

Correct Answer: ACD 
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QUESTION 5

You are asked to deploy filter-based forwarding on your SRX Series device for incoming traffic sourced from the 10.10
100 0/24 network in this scenario, which three statements are correct? (Choose three.) 

A. You must create a forwarding-type routing instance. 

B. You must create and apply a firewall filter that matches on the source address 10.10.100.0/24 and then sends this
traffic to your routing 

C. You must create and apply a firewall filter that matches on the destination address 10 10.100.0/24 and then sends
this traffic to your routing instance. 

D. You must create a RIB group that adds interface routes to your routing instance. 

E. You must create a VRF-type routing instance. 

Correct Answer: BCD 

Explanation: In order to deploy filter-based forwarding on an SRX Series device for incoming traffic sourced from the
10.10.100.0/24 network, you must first create and apply a firewall filter that matches on the source address
10.10.100.0/24. Then, you must create a RIB group that adds interface routes to your routing instance and apply it. The
filter will forward the traffic matching the source address to the routing instance. You don\\'t need to create a forwarding-
type routing instance or a VRF-type routing instance. 
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