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QUESTION 1

You have a Microsoft 365 subscription linked to an Azure Active Directory (Azure AD) tenant that contains a user named
User1. 

You have a Data Subject Request (DSR) case named Case1. You need to allow User1 to export the results of Case1.
The solution must use the principle of least privilege. 

Which role should you assign to User1 for Case1? 

A. eDiscovery Manager 

B. Security Operator 

C. eDiscovery Administrator 

D. Global Reader 

Correct Answer: A 

Reference: 

https://docs.microsoft.com/en-us/microsoft-365/compliance/manage-gdpr-data-subject-requests-with-the- dsr-case-
tool?view=o365-worldwide#step-1-assign-ediscovery-permissions-to-potential-case-members 

 

QUESTION 2

You have a Microsoft 365 Enterprise E5 subscription. 

You use Windows Defender Advanced Threat Protection (Windows Defender ATP). 

You plan to use Microsoft Office 365 Attack simulator. 

What is a prerequisite for running Attack simulator? 

A. Enable multi-factor authentication (MFA) 

B. Configure Advanced Threat Protection (ATP) 

C. Create a Conditional Access App Control policy for accessing Office 365 

D. Integrate Office 365 Threat Intelligence and Windows Defender ATP 

Correct Answer: A 

Reference: https://docs.microsoft.com/en-us/office365/securitycompliance/attack-simulator 

 

QUESTION 3

Your company has a Microsoft 365 E5 subscription that uses Microsoft Defender for identity. 
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You plan to create a detection exclusion in Microsoft Defender for Identity. 

What should you use to create the detection exclusion? 

A. Microsoft Defender for Identity portal 

B. Microsoft 365 Compliance center 

C. Microsoft Defender for Cloud Apps portal 

D. Microsoft 365 Defender portal 

Correct Answer: D 

https://learn.microsoft.com/en-us/defender-for-identity/exclusions 

 

QUESTION 4

You have a Microsoft 365 E5 subscription that contains the users shown in the following table. 

You enable the authentication methods registration campaign and configure the Microsoft Authenticator method for
Group1. 

Which users will be prompted to configure authentication during sign in? 

A. User1 only 

B. User2 only 

C. User2 and User3 only 

D. User1 and User2 only 

E. User2 and User3 only 

F. User1, User2, and User3 only 

Correct Answer: D 

You can nudge users to set up Microsoft Authenticator during sign-in. Users will go through their regular sign-in, perform
multifactor authentication as usual, and then be prompted to set up Microsoft Authenticator. You can include or exclude 

users or groups to control who gets nudged to set up the app. This allows targeted campaigns to move users from less
secure authentication methods to Microsoft Authenticator. 
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Incorrect: 

Not C, Not E, Not F: Not User3 since the user must not have already set up Microsoft Authenticator for push
notifications on their account. 

Reference: 

https://docs.microsoft.com/en-us/azure/active-directory/authentication/how-to-mfa-registration-campaign 

 

QUESTION 5

You have a Microsoft 365 ES subscription that contains a Microsoft SharePoint Online site named Site1. You create an
information barrier segment named Segment 1. You need to add Segment 1 to Site1. What should you do first? 

A. Run the set-spositr cmcHet. 

B. Run the set-sPOTenont cmdlet. 

C. Create an information barrier policy. 

D. Modify the permissions of Site1. 

Correct Answer: C 
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