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QUESTION 1
A company is evaluating Microsoft 365.

You need to recommend a service that meets the company s requirements.

A company can improve employee engagement by allowing employees to create user posts and share files within an

interest group by using Microsoft
A. Yammer

B. PlaceHolder

C. PlaceHolder

D. PlaceHolder

Correct Answer: A

QUESTION 2

HOTSPOT

Instructions: For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct match is worth one point.

Hot Area:
Answer Area

Statements Yes

Azure Virtual Desktop (formerly Windows Virtual Desktop) provides user access O
to a full desktop through a web browser

Azure Virtual Desktop (formerly Windows Virtual Desktop) provides user access O
to a virtualized application in the cloud

Azure Virtual Desktop (formerly Windows Virtual Desktop) provides user access O
to a full desktop environment when the user’s device is offline

Correct Answer:
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Answer Area

Statements Yes No

Azure Virtual Desktop (formerly Windows Virtual Desktop) provides user access :O O
to a full desktop through a web browser |

Azure Virtual Desktop (formerly Windows Virtual Desktop) provides user access | O
to a virtualized application in the cloud '

®,

Azure Virtual Desktop (formerly Windows Virtual Desktop) provides user access O O
to a full desktop environment when the user’s device is offline

Reference: https://docs.microsoft.com/en-us/azure/virtual-desktop/overview

QUESTION 3

A company uses Microsoft 36S.

The company requires that you implement least privileged access.

You need to recommend solutions that meet the requirements.

Which two solutions should you recommend? Each correct answer presents a complete solution.

NOTE: Each correct selection is worth one point.

A. Multifactor authentication (MFA)

B. Just-in-time (IT) access

C. Passwordless authentication

D. Block legacy authentication

E. Privileged Access Workstations (PAW) devices

Correct Answer: ACD

A: MFA requires users to provide two forms of verification, such as a user password plus a notification from the
Microsoft Authenticator app or a phone call. MFA greatly reduces the risk that stolen credentials can be used to access
your

environment. Microsoft 365 uses the Azure AD Multi-Factor Authentication service for MFA-based sign-ins.

Apart from using passwords, Azure AD Multifactor Authentication adds another layer of protection. You can force users
to use SMS, calls, authenticator app, or even go passwordless. The various means to do this are displayed here with

the

level of safety for each.
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C: Passwordless authentication is by far the safest. Azure AD MFA can be deployed by creating conditional access(CA)
policies. When these conditions are met, users would be required to authenticate using MFA.

D: Block Legacy Authentication

Legacy authentication protocols like POP3, IMAP4, EAS, Outlook Anywhere, EWA, and others pose a security risk.
Hence these must be disabled in your tenant. Again you can create a CA policy to achieve this.

Incorrect_ Note E: Privileged Access Workstation (PAW) — This is the highest security configuration designed for
extremely sensitive roles that would have a significant or material impact on the organization if their account was
compromised. The PAW configuration includes security controls and policies that restrict local administrative access
and productivity tools to minimize the attack surface to only what is absolutely required for performing sensitive job
tasks. This makes the PAW device difficult for attackers to compromise because it blocks the most common vector for
phishing attacks: email and web browsing. To provide productivity to these users, separate accounts and workstations
must be provided for productivity applications and web browsing. While inconvenient, this is a necessary control to
protect users whose account could inflict damage to most or all resources in the organization.

Reference:

https://petri.com/how-to-deploy-zero-trust-identity-security/

https://learn.microsoft.com/en-us/microsoft-365/security/office-365-security/microsoft-365-policies-configurations

QUESTION 4
DRAG DROP
You need to identify which reports provide the information that the company requests.

Which reports should you select? To answer, drag the appropriate reports to the correct type of information. Each report
may be used once, more than once, or not at all. You may need to drag the split bar between panes or scroll to view

content.
NOTE: Each correct selection is worth one point.

Select and Place:
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Reports

Active users

Forms Pro activity

Supervisory review

Data loss prevention

Answer Area

Information

Identifies the number of product licenses E
assigned to employees. B e
Identifies the rules applied to information that |

is classified as sensitive. e

Correct Answer:
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Reports

Forms Pro activity

Supervisory review

Answer Area

Information

Identifies the number of product licenses
assigned to employees.

Active users

Identifies the rules applied to information that Data loss prevention
is classified as sensitive.

Box 1: Active users

You can use the Active Users report to find out how many product licenses are being used by individuals in your

organization, and drill down for information about which users are using what products.

Box 2: Data loss prevention

Reference:
https://docs.microsoft.com/en-us/microsoft-365/admin/activity-reports/active-users-ww?view=0365-worldwide

https://docs.microsoft.com/en-us/microsoft-365/compliance/view-the-dlp-reports?view=0365-worldwide

QUESTION 5
HOTSPOT
An organization has a Microsoft 365 subscription. You plan to implement multi-factor authentication.

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
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NOTE: Each correct selection is worth one point.

Hot Area:
Answer Area
Statement Yes No
After users are enrolled in multi-factor authentication, they must configure a O O

second authentication factor the next time they sign in.

Enabling multi-factor authentication requires an additional subscription O O
purchase.
Complete multi-factor authentication by using text messages, a O O

smartphone app, or a phone call.

Correct Answer:

Answer Area
Statement Yes No
After users are enrolled in multi-factor authentication, they must configure a |O O
second authentication factor the next time they sign in. '
Enabling multi-factor authentication requires an additional subscription O | O
purchase.
Complete multi-factor authentication by using text messages, a O O

smartphone app, or a phone call.

References: https://docs.microsoft.com/en-us/office365/enterprise/multi-factor-authentication-for-your-office-365-dev-
test-environment
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