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QUESTION 1

An organization makes a strategic decision to move towards an IT operating model that emphasizes consumption of
reusable IT assets using modern APIs (as defined by MuleSoft). 

What best describes each modern API in relation to this new IT operating model? 

A. Each modern API has its own software development lifecycle, which reduces the need for documentation and
automation. 

B. Each modern API must be treated like a product and designed for a particular target audience (for instance, mobile
app developers) 

C. Each modern API must be easy to consume, so should avoid complex authentication mechanisms such as SAML or
JWT. 

D. Each modern API must be REST and HTTP based. 

Correct Answer: B 

 

QUESTION 2

A new upstream API is being designed to offer an SLA of 500 ms median and 800 ms maximum (99th percentile)
response time. The corresponding API implementation needs to sequentially invoke 3 downstream APIs of very similar
complexity. 

The first of these downstream APIs offers the following SLA for its response time: median: 100 ms, 80th percentile: 500
ms, 95th percentile: 1000 ms. 

If possible, how can a timeout be set in the upstream API for the invocation of the first downstream API to meet the new
upstream API\\'s desired SLA? 

A. Set a timeout of 50 ms; this times out more invocations of that API but gives additional room for retries. 

B. Set a timeout of 100 ms; that leaves 400 ms for the other two downstream APIs to complete. 

C. No timeout is possible to meet the upstream API\\'s desired SLA; a different SLA must be negotiated with the first
downstream API or invoke an alternative API. 

D. Do not set a timeout; the invocation of this API is mandatory and so we must wait until it responds. 

Correct Answer: B 

 

QUESTION 3

A System API is designed to retrieve data from a backend system that has scalability challenges. 

What API policy can best safeguard the backend system? 

A. IP whitelist 
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B. SLA-based rate limiting 

C. OAuth 2 token enforcement 

D. Client ID enforcement 

Correct Answer: A 

Reference: https://dzone.com/articles/how-to-secure-apis 

 

QUESTION 4

When could the API data model of a System API reasonably mimic the data model exposed by the corresponding
backend system, with minimal improvements over the backend system\\'s data model? 

A. When there is an existing Enterprise Data Model widely used across the organization. 

B. When the System API can be assigned to a bounded context with a corresponding data model. 

C. When a pragmatic approach with only limited isolation from the backend system is deemed appropriate. 

D. When the corresponding backend system is expected to be replaced in the near future. 

Correct Answer: A 

 

QUESTION 5

Refer to the exhibit. 

An organization is running a Mule standalone runtime and has configured Active Directory as the Anypoint Platform
external Identity Provider. The organization does not have budget for other system components. 
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What policy should be applied to all instances of APIs in the organization to most effectively restrict access to a specific
group of internal users? 

A. Apply a basic authentication - LDAP policy; the internal Active Directory will be configured as the LDAP source for
authenticating users. 

B. Apply a client ID enforcement policy; the specific group of users will configure their client applications to use their
specific client credentials. 

C. Apply an IP whitelist policy; only the specific users\\' workstations will be in the whitelist. 

D. Apply an OAuth 2.0 access token enforcement policy; the internal Active Directory will be configured as the OAuth
server. 

Correct Answer: A 
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