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QUESTION 1

A System API is designed to retrieve data from a backend system that has scalability challenges. 

What API policy can best safeguard the backend system? 

A. IP whitelist 

B. SLA-based rate limiting 

C. OAuth 2 token enforcement 

D. Client ID enforcement 

Correct Answer: A 

Reference: https://dzone.com/articles/how-to-secure-apis 

 

QUESTION 2

How can the application of a rate limiting API policy be accurately reflected in the RAML definition of an API? 

A. By refining the resource definitions by adding a description of the rate limiting policy behavior 

B. By refining the request definitions by adding a remainingRequests query parameter with description, type, and
example 

C. y refining the response definitions by adding the out-of-the-box Anypoint Platform rate-limitenforcement
securityScheme with description, type, and example 

D. By refining the response definitions by adding the x-ratelimit-* response headers with description, type, and example 

Correct Answer: D 

 

QUESTION 3

Refer to the exhibit. 
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An organization is running a Mule standalone runtime and has configured Active Directory as the Anypoint Platform
external Identity Provider. The organization does not have budget for other system components. 

What policy should be applied to all instances of APIs in the organization to most effectively restrict access to a specific
group of internal users? 

A. Apply a basic authentication - LDAP policy; the internal Active Directory will be configured as the LDAP source for
authenticating users. 

B. Apply a client ID enforcement policy; the specific group of users will configure their client applications to use their
specific client credentials. 

C. Apply an IP whitelist policy; only the specific users\\' workstations will be in the whitelist. 

D. Apply an OAuth 2.0 access token enforcement policy; the internal Active Directory will be configured as the OAuth
server. 

Correct Answer: A 

 

QUESTION 4

What is a key performance indicator (KPI) that measures the success of a typical C4E that is immediately apparent in
responses from the Anypoint Platform APIs? 

A. The number of production outage incidents reported in the last 24 hours 

B. The number of API implementations that have a publicly accessible HTTP endpoint and are being managed by
Anypoint Platform 

C. The fraction of API implementations deployed manually relative to those deployed using a CI/CD tool 

D. The number of API specifications in RAML or OAS format published to Anypoint Exchange 

Correct Answer: B 
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Reference: https://help.mulesoft.com/s/question/0D52T00004mXSTUSA4/how-should-a-companymeasure-c4e-
success 

 

QUESTION 5

In an organization, the InfoSec team is investigating Anypoint Platform related data traffic. 

From where does most of the data available to Anypoint Platform for monitoring and alerting originate? 

A. From the Mule runtime or the API implementation, depending on the deployment model 

B. From various components of Anypoint Platform, such as the Shared Load Balancer, VPC, and Mule runtimes 

C. From the Mule runtime or the API Manager, depending on the type of data 

D. From the Mule runtime irrespective of the deployment model 

Correct Answer: B 
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