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QUESTION 1

Which is true about incoming and outgoing interfaces in firewall policies?
A. A physical interface may not be used.

B. A zone may not be used.

C. Multiple interfaces may not be used for both incoming and outgoing.
D. Source and destination interfaces are mandatory.

Correct Answer: D

QUESTION 2

Which of the following combinations of two FortiGate device configurations (side A and side B), can be used to
successfully establish an IPsec VPN between them? (choose two)

A. Side A:main mode, remote gateway as static IP address, policy based VPN. Side B: aggressive mode, remote
Gateway as static IP address policy-based VPN.

B. Side A:main mode, remote gateway as static IP address, policy based VPN. Side B: main mode, remote gateway as
static IP address, route-based VPN

C. Side A:main mode, remote gateway as static IP address, policy based VPN. Side B: main mode, remote gateway as
dialup, route-based VPN.

D. Side A: main mode, remote gateway as dialup policy based VPN, Side B: main mode, remote gateway as dialup,
policy based VPN.

Correct Answer: BC

QUESTION 3

Which of the following statements best describes the role of a DC agents in an FSSO DC?

A. Captures the login events and forward them to the collector agent.

B. Captures the user IP address and workstation name and forward that information to the FortiGate devices.
C. Captures the login and logoff events and forward them to the collector agent.

D. Captures the login events and forward them to the FortiGate devices.

Correct Answer: C

QUESTION 4
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Which of the following statements are correct about NTLM authentication? (Choose three)
A. NTLM negotiation starts between the FortiGate device and the user\\'s browser.

B. It must be supported by the user\\'s browser.

C. It must be supported by the domain controllers.

D. It does not require a collector agent.

E. It does not require DC agents.

Correct Answer: ABC

QUESTION 5

An Internet browser is using the WPAD DNS method to discover the PAC file\\'s URL. The DNS server replies to the
browser\\'s request with the IP address 10.100.1.10. Which URL will the browser use to download the PAC file?

A. http://10.100.1.10/proxy.pac
B. https://10.100.1.10/

C. http://10.100.1.10/wpad.dat
D. https://10.100.1.10/proxy.pac

Correct Answer: C
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