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QUESTION 1

An administrator needs to strengthen the security for SSL VPN access. Which of the following statements are best
practices to do so? (Choose three.) 

A. Configure split tunneling for content inspection. 

B. Configure host restrictions by IP or MAC address. 

C. Configure two-factor authentication using security certificates. 

D. Configure SSL offloading to a content processor (FortiASIC). 

E. Configure a client integrity check (host-check). 

Correct Answer: CDE 

 

QUESTION 2

Which statement regarding the firewall policy authentication timeout is true? 

A. It is an idle timeout. The FortiGate considers a user to be "idle" if it does not see any packets coming from the user\\'s
source IP. 

B. It is a hard timeout. The FortiGate removes the temporary policy for a user\\'s source IP address after this timer has
expired. 

C. It is an idle timeout. The FortiGate considers a user to be "idle" if it does not see any packets coming from the user\\'s
source MAC. 

D. It is a hard timeout. The FortiGate removes the temporary policy for a user\\'s source MAC address after this timer
has expired. 

Correct Answer: A 

 

QUESTION 3

Which statements about the firmware upgrade process on an active-active HA cluster are true? (Choose two.) 

A. The firmware image must be manually uploaded to each FortiGate. 

B. Only secondary FortiGate devices are rebooted. 

C. Uninterruptable upgrade is enabled by default. 

D. Traffic load balancing is temporally disabled while upgrading the firmware. 

Correct Answer: BD 
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QUESTION 4

Which of the following services can be inspected by the DLP profile? (Choose three.) 

A. NFS 

B. FTP 

C. IMAP 

D. CIFS 

E. HTTP-POST 

Correct Answer: BCE 

 

QUESTION 5

View the exhibit. 

Which users and user groups are allowed access to the network through captive portal? 

A. Users and groups defined in the firewall policy. 

B. Only individual users ?not groups ?defined in the captive portal configuration 

C. Groups defined in the captive portal configuration 

D. All users 

Correct Answer: A 
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