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QUESTION 1

View the exhibit. 

Which of the following statements are correct? (Choose two.) 
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A. This setup requires at least two firewall policies with the action set to IPsec. 

B. Dead peer detection must be disabled to support this type of IPsec setup. 

C. The TunnelB route is the primary route for reaching the remote site. The TunnelA route is used only if the TunnelB
VPN is down. 

D. This is a redundant IPsec setup. 

Correct Answer: CD 

https://docs.fortinet.com/document/fortigate/6.2.4/cookbook/632796/ospf-with-ipsec-vpn-for-network-redundancy 

 

QUESTION 2

Which three criteria can a FortiGate use to look for a matching firewall policy to process traffic? (Choose three.) 

A. Source defined as Internet Services in the firewall policy. 

B. Destination defined as Internet Services in the firewall policy. 

C. Highest to lowest priority defined in the firewall policy. 

D. Services defined in the firewall policy. 

E. Lowest to highest policy ID number. 

Correct Answer: ABD 

 

When a packet arrives, how does FortiGate find a matching policy? Each policy has match criteria, which you can define
using the following objects: 

1. 

Incoming Interface 

2. 

Outgoing Interface 

3. 

Source: IP address, user, internet services 

4. 

Destination: IP address or internet services 

5. 

Service: IP protocol and port number 

6. 
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Schedule: Applies during configured times 

Reference: https://kb.fortinet.com/kb/documentLink.do?externalID=FD47435 

 

QUESTION 3

Refer to the exhibits. 

The exhibits show the firewall policies and the objects used in the firewall policies. 

The administrator is using the Policy Lookup feature and has entered the search criteria shown in the exhibit. 
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Which policy will be highlighted, based on the input criteria? 

A. Policy with ID 4. 

B. Policy with ID 5. 

C. Policies with ID 2 and 3. 

D. Policy with ID 4. 

Correct Answer: B 

Reference: https://docs.fortinet.com/document/fortigate/6.2.12/cookbook/497952/policy-views-and-policy-lookup 

We are looking for a policy that will allow or deny traffic from the source interface Port3 and source IP address 10.1.1.10
(LOCAL_CLIENT) to facebook.com TCP port 443 (HTTPS). There are only two policies that will match this traffic, policy
ID 2 and 5. In FortiGate, firewall policies are evaluated from top to bottom. This means that the first policy that matches
the traffic is applied, and subsequent policies are not evaluated. Based on the Policy Lookup criteria, Policy ID 5 will be
highlighted 

 

QUESTION 4

An administrator observes that the port1 interface cannot be configured with an IP address. What can be the reasons for
that? (Choose three.) 

A. The interface has been configured for one-arm sniffer. 

B. The interface is a member of a virtual wire pair. 

C. The operation mode is transparent. 

D. The interface is a member of a zone. 

E. Captive portal is enabled in the interface. 

Correct Answer: ABC 

https://help.fortinet.com/fos50hlp/54/Content/FortiOS/fortigate-whats-new-54/Top_VirtualWirePair.htm 

 

QUESTION 5

Which three options are the remote log storage options you can configure on FortiGate? (Choose three.) 

A. FortiCache 

B. FortiSIEM 

C. FortiAnalyzer 

D. FortiSandbox 

E. FortiCloud 
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Correct Answer: BCE 

Reference: https://docs.fortinet.com/document/fortigate/6.0.0/handbook/265052/logging-and-reporting-overview 
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