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QUESTION 1

Which three statements explain a flow-based antivirus profile? (Choose three.) 

A. Flow-based inspection uses a hybrid of the scanning modes available in proxy-based inspection. 

B. If a virus is detected, the last packet is delivered to the client. 

C. The IPS engine handles the process as a standalone. 

D. FortiGate buffers the whole file but transmits to the client at the same time. 

E. Flow-based inspection optimizes performance compared to proxy-based inspection. 

Correct Answer: ADE 

Reference: https://forum.fortinet.com/tm .aspx?m=192309 

 

QUESTION 2

Refer to the exhibit. 

A network administrator is troubleshooting an IPsec tunnel between two FortiGate devices. The administrator has
determined that phase 1 status is up, but phase 2 fails to come up. 
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Based on the phase 2 configuration shown in the exhibit, which configuration change will bring phase 2 up? 

A. On Remote-FortiGate, set Seconds to 43200. 

B. On HQ-FortiGate, set Encryption to AES256. 

C. On HQ-FortiGate, enable Diffie-Hellman Group 2. 

D. On HQ-FortiGate, enable Auto-negotiate. 

Correct Answer: B 

Reference: https://docs.fortinet.com/document/fortigate/5.4.0/cookbook/168495 

 

QUESTION 3

Refer to the exhibit. 

The exhibit contains the configuration for an SD-WAN Performance SLA, as well as the output of diagnose sys virtual-
wan-link health-check . Which interface will be selected as an outgoing interface? 

A. port2 

B. port4 
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C. port3 

D. port1 

Correct Answer: D 

Port 1 shows the lowest latency. 

 

QUESTION 4

Which statements about the firmware upgrade process on an active-active HA cluster are true? (Choose two.) 

A. The firmware image must be manually uploaded to each FortiGate. 

B. Only secondary FortiGate devices are rebooted. 

C. Uninterruptable upgrade is enabled by default. 

D. Traffic load balancing is temporally disabled while upgrading the firmware. 

Correct Answer: CD 

 

QUESTION 5

Which scanning technique on FortiGate can be enabled only on the CLI? 

A. Heuristics scan 

B. Trojan scan 

C. Antivirus scan 

D. Ransomware scan 

Correct Answer: A 

Reference: https://docs.fortinet.com/document/fortigate/6.0.0/handbook/567568/enabling-scanning 
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