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QUESTION 1

An administrator wants to simplify remote access without asking users to provide user credentials. Which access control
method provides this solution"?

A. SSL VPN

B. ZTNA full mode

C.L2TP

D. ZTNA IP/MAC filtering mode

Correct Answer: B

QUESTION 2

Refer to the exhibit.

xx/xx/20xx 9:85:85 AM  Notice Firewall date=28xx-xx-xx time=09:05:84 logver=2 type=traffic level=notice sessionid=34252368
hostname=Win-Internal uld=C7F30281D3EBAFOSAT7EIRADG20208DT devid=F(TBR@3611939398 fgtserial=FGVM210808042532 regip=N/A
srcname=firefox.exe srcproduct=Firefox srcip=10.8.1.10 srcport=62481 direction=outbound destinationip=199.59.148.82 remotename=N/A
destinationport=88 user=Administrator@TRAININGAD.TRAINING.LAB proto=6 rcvdbyte=N/A sentbyte=N/A utmaction=blocked utmevent=appfirewall
threat=Twitter vd=root fctver=5.4.8.8788 os="Microsoft Windows Server 2812 R2 Standard Edition, 64-bit (build 9688)"
usingpolicy="default" service=http

xx /o /28xx 9:85:54 AM Notice Firewall date=20xx-xx-xx time=09:85:53 logver=2 type=traffic level=notice sessionid=34252368
hostname=Win-Internal uid=C7F382B1D3EB4FO5SAT7E3IBADA202BBDY devid=F(TBOE3611939398 fgtserial=FGVMB10000042532 regip=N/A
srcname=firefox.exe srcproduct=Firefox srcip=10.8.1.10 srcport=62425 direction=ocutbound destinationip=184,25.62.28 remotename=N/A
destinationport=443 user=Administrator@TRAININGAD.TRAINING.LAB proto=6 rcvdbyte=N/A sentbyte=N/A utmaction=blocked
utmevent=appfirewall threat=Proxy.Websites vd=root fctver=5.4.8.8788 os="Microsoft Windows Server 2812 R2 Standard Edition, 64-bit
(build 9688)" usingpolicy="default"” service=https

xx/xxf20xx 9:28:23 AM Notice Firewall date=20xx-xx-xx time=89:28:22 logver=2 type=traffic level=notice sessionid~-26453864
hostname=Win-Internal uid=C7F382B1D3EBAFBSATTEIBADG6282BBDY devid=-F(T8PE3611939398 fgtserial-FGVMO10800042532 regip=N/A
srcname=firefox.exe srcproduct=Firefox srcip=10.8.1.10 srcport=62759 direction=outbound destinationip=2088.71.44.31 remotename=N/A
destinationport=88 user=Administrator@TRAININGAD.TRAINING.LAB proto=6 rcvdbyte=N/A sentbyte=N/A utmaction=blocked utmevent=appfirewall
threat=Yahoo.Games vde=root fctver=5.4.0.8780 os="Microsoft Windows Server 2012 R2 Standard Edition, 64-bit (build 96@0)"
usingpolicy="default" service=http

Based on the FortiClient logs shown in the exhibit, which software application is blocked by the application firewall?
A. Twitter

B. Facebook

C. Internet Explorer

D. Firefox

Correct Answer: D
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QUESTION 3

An administrator is required to maintain a software inventory on the endpoints. without showing the feature on the
FortiClient dashboard What must the administrator do to achieve this requirement?

A. The administrator must use default endpoint profile
B. The administrator must not select the vulnerability scan feature in the deployment package.

C. The administrator must select the vulnerability scan feature in the deployment package, but disable the feature on the
endpoint profile

D. The administrator must click the hide icon on the vulnerability scan tab

Correct Answer: D

QUESTION 4

In a FortiSandbox integration, what does the remediation option do?
A. Wait for FortiSandbox results before allowing files

B. Exclude specified files

C. Alert and notify only

D. Deny access to a file when it sees no results

Correct Answer: C

QUESTION 5

Refer to the exhibit.
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= Site Categories
@ Unrated © Advertising
@ Potentially Liable @ Brokerage and Trading
@ Aduit/Mature Content © Games
& Bandwidth Consuming © Web-based Email
General Interest - Personal @ Entertainment [}
@ General Interest - Business © Arts and Culture
© Education
© Health and Wellness
© Job Search
© Medicine
@ News and Media
@ Social Networking

Web Filter Exclusions
URL: é'_'.facebook.com

Action: ‘Allow v |

Type: Wildcard v

Cancel
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Based on the settings shown in the exhibit, which action will FortiClient take when users try to access
www.facebook.com?

A. FortiClient will monitor only the user\\'s web access to the Facebook website

B. FortiClient will block access to Facebook and its subdomains.

C. FortiClient will prompt a warning message to warn the user before they can access the Facebook website
D. FortiClient will allow access to Facebook.

Correct Answer: D
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