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QUESTION 1

Which option correctly describes an SP-initiated SSO SAML packet flow for a host without a SAML assertion? 

A. Service provider contacts idendity provider, idendity provider validates principal for service provider, service provider
establishes communication with principal 

B. Principal contacts idendity provider and is redirected to serviceprovider, principal establishes connection with service
provider, service provider validates authentication with identify provider 

C. Principal contacts service provider, service provider redirects principal to idendity provider, after succesfull
authentication identify provider redirects principal to service provider 

D. Principal contacts idendity provider and authenticates, identity provider relays principal to service provider after valid
authentication 

Correct Answer: C 

 

QUESTION 2

Which interface services must be enabled for the SCEP client to connect to Authenticator? 

A. OCSP 

B. REST API 

C. SSH 

D. HTTP/HTTPS 

Correct Answer: D 

 

QUESTION 3

Which two capabilities does FortiAuthenticator offer when acting as a self-signed or local CA? (Choose two) 

A. Validating other CA CRLs using OSCP 

B. Importing other CA certificates and CRLs 

C. Merging local and remote CRLs using SCEP 

D. Creating, signing, and revoking of X.509 certificates 

Correct Answer: BD 

 

QUESTION 4

You are a Wi-Fi provider and host multiple domains. How do you delegate user accounts, user groups and permissions
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per domain when theyare authenticating on a single FortiAuthenticator device? 

A. Automatically import hosts from each domain as they authenticate 

B. Create multiple directory trees on FortiAuthenticator 

C. Create realms 

D. Create user groups 

Correct Answer: C 

 

QUESTION 5

Which EAP method is known as the outer authentication method? 

A. PEAP 

B. EAP-GTC 

C. EAP-TLS 

D. MSCHAPV2 

Correct Answer: A 
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