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QUESTION 1

When generating a protection configuration from an auto learning report what critical step must you do before

generating the final protection configuration?

A. Restart the FortiWeb to clear the caches

B. Drill down in the report to correct any false positives.
C. Activate the report to create t profile

D. Take the FortiWeb offline to apply the profile

Correct Answer: B

QUESTION 2

Which of the following would be a reason for implementing rewrites?
A. Page has been moved to a new URL

B. Page has been moved to a new IP address

C. Replace vulnerable functions.

D. Send connection to secure channel

Correct Answer: A

QUESTION 3

What capability can Fortiweb add to your Web App that your Web App may or may not already have?
A. Automatic backup and recovery

B. High Availability

C. HTTP/HTML Form Authentication

D. SSL Inspection

Correct Answer: D

QUESTION 4
An e-commerce web app is used by small businesses. Clients often access it from offices behind a router,

where clients are on an IPv4 private network LAN. You need to protect the web application from denial of
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service attacks that use request floods.
What FortiWeb feature should you configure?
A. Enable "Shared IP" and configure the separate rate limits for requests from NATted source IPs.

B. Configure FortiWeb to use "X-Forwarded-For:" headers to find each client\\'s private network IP, and to block attacks
using that.

C. Enable SYN cookies.
D. Configure a server policy that matches requests from shared Internet connections.

Correct Answer: C

QUESTION 5

In Reverse proxy mode, how does FortiWeb handle traffic that does not match any defined policies?
A. Non-matching traffic is allowed

B. non-Matching traffic is held in buffer

C. Non-matching traffic is Denied

D. Non-matching traffic is rerouted to FortiGate

Correct Answer: C
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