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QUESTION 1

Youll've configured an authentication rule with delegation enabled on Fortiweb. What happens when a user tries to
access the web application?

A. FrotiWeb redirects users to a FortiAuthenticator page, then if the user authenticates successfully, FortiGate signals to
FortiWeb to allow access to the web app

B. ForitWeb redirects the user to the web app\\'s authentication page

C. Fortiweb forwards the HTTP challenge from the server to the client, then monitors the reply, allowing access if the
user authenticates successfully

D. FortiWeb replies with a HTTP challenge of behalf of the server, the if the user authenticates successfully, Fortiweb
allows the request and also includes credentials in the request that it forwards to the web app

Correct Answer: A

QUESTION 2

In Reverse proxy mode, how does FortiWeb handle traffic that does not match any defined policies?
A. Non-matching traffic is allowed

B. non-Matching traffic is held in buffer

C. Non-matching traffic is Denied

D. Non-matching traffic is rerouted to FortiGate

Correct Answer: C

QUESTION 3

Under which circumstances does FortiWeb use its own certificates? (Choose Two)
A. Secondary HTTPS connection to server where FortiWeb acts as a client

B. HTTPS to clients

C. HTTPS access to GUI

D. HTTPS to FortiGate

Correct Answer: AC

QUESTION 4

What role does FortiWeb play in ensuring PCI DSS compliance?
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A. PCI specifically requires a WAF

B. Provides credit card processing capabilities

C. Provide ability to securely process cash transactions
D. Provides load balancing between multiple web servers

Correct Answer: B

QUESTION 5

When viewing the attack logs on your FortiWeb, which IP Address is shown for the client when using XFF Header
rules?

A. FortiGate\\'s public IP
B. FortiGate\\'s local IP
C. Fortiweb\\'s IP

D. Client\\'s real IP

Correct Answer: D
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