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QUESTION 1

What capability can Fortiweb add to your Web App that your Web App may or may not already have?
A. Automatic backup and recovery

B. High Availability

C. HTTP/HTML Form Authentication

D. SSL Inspection

Correct Answer: C

QUESTION 2

Refer to the exhibit.

m Geo IP Exceptions

Edit Geo IP Block Policy

Name Geo_Block

Severity Medium v
Trigger Action Please Select v
Exception Exempted_IPs -

ok | Cancel

# Create New

D Country Name
1 Japan

FortiWeb is configured to block traffic from Japan to your web application server. However, in the logs, the administrator
is seeing traffic allowed from one particular IP address which is geo-located in Japan. What can the administrator do to
solve this problem? (Choose two.)

A. Manually update the geo-location IP addresses for Japan.

B. If the IP address is configured as a geo reputation exception, remove it.

C. Configure the IP address as a blacklisted IP address.

D. If the IP address is configured as an IP reputation exception, remove it.
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Correct Answer: BC

QUESTION 3

Under what circumstances would you want to use the temporary uncompress feature of Fortiweb?

A. In the case of compression being done on the FortiWeb, to inspect the content of the compressed file
B. In the case of the file being a .MP3 music file

C. In the case of compression being done on the web server, to inspect the content of the compressed file.
D. In the case of the file being an .MP4 video

Correct Answer: C

QUESTION 4

How does FortiWeb protect against defacement attacks?

A. It keeps a complete backup of all files and the database.

B. It keeps hashes of files and periodically compares them to the server.

C. It keeps full copies of all files and directories.

D. It keeps a live duplicate of the database.

Correct Answer: B

The anti-defacement feature examines a web site\\'s files for changes at specified time intervals. If it detects a change
that could indicate a defacement attack, the FortiWeb appliance can notify you and quickly react by automatically

restoring the web site contents to the previous backup. Reference:
https://help.fortinet.com/fweb/551/Content/FortiWeb/fortiweb-admin/anti_defacement.htm

QUESTION 5

Refer to the exhibits.
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Edit Server Pool

Name
Protocol

Type

Server Health Check
Load Balancing Algorithm
Persistence

Comments

+ Create New [:'f; I

ID IP/Domain  Status

server-pool?
HTTP

Reverse Proxy

Offline Protection

True Transparent Proxy
Transparent Inspection
WCCP

availability-check1
Round Robin

session-persistence-cookie1

Single Server/Server Balance Single Server EERGEA-EIENTL

-

0/199 (bytes)

Cancel

Port HTTP/2 Inherit Health Check Server Health Check Backup Server SSL

1 10.0.1.21 Enable 80 Disable Yes Disable Disable

2 10.0.1.22 Enable 80 Disable Yes Disable Disable
Edit Virtual Server

Name vserver]

Use Interface |P »

IPv4 Address 10.0.1.8/255.255.255.0

|Pv6 Address | /0

Interface 'p-ort‘T -

FortiWeb is configured in reverse proxy mode and it is deployed downstream to FortiGate. Based on the configuration
shown in the exhibits, which of the following statements is true?

A. FortiGate should forward web traffic to the server pool IP addresses.

B. The configuration is incorrect. FortiWeb should always be located upstream to FortiGate.

C. You must disable the Preserve Client IP setting on FotriGate for this configuration to work.
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D. FortiGate should forward web traffic to virtual server IP address.
Correct Answer: D

Reference: https://fortinetweb.s3.amazonaws.com/docs.fortinet.com/v2/attachments/ebe2ce28-5c66-11eb-
b9ad-00505692583a/FortiWeb_6.3.10_Administration_Guide.pdf
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