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QUESTION 1

Review the following configuration:

config waf machine-learning-policy

edit 1

set sample-limit-by-ip 0
next

end

What is the expected result of this configuration setting?

A. When machine learning (ML) is in its collecting phase, FortiWeb will accept an unlimited number of samples from the
same source IP address.

B. When machine learning (ML) is in its running phase, FortiWeb will accept an unlimited number of samples from the
same source IP address.

C. When machine learning (ML) is in its collecting phase, FortiwWeb will not accept any samples from any source IP
addresses.

D. When machine learning (ML) is in its running phase, FortiWeb will accept a set number of samples from the same
source IP address.

Correct Answer: A

QUESTION 2

Which would be a reason to implement HTTP rewriting?
A. The original page has moved to a new URL

B. To replace a vulnerable function in the requested URL
C. To send the request to secure channel

D. The original page has moved to a new IP address
Correct Answer: B

Create a new URL rewriting rule.

Reference: https://docs.fortinet.com/document/fortiweb/6.3.0/administration-guide/961303/rewriting-redirecting

QUESTION 3

Which of the following would be a reason for implementing rewrites?
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A. Page has been moved to a new URL

B. Page has been moved to a new IP address
C. Replace vulnerable functions.

D. Send connection to secure channel

Correct Answer: C

QUESTION 4

Which regex expression is the correct format for redirecting the URL http://www.example.com?
A. www\.example\.com

B. www.example.com

C. www\example\com

D. www/.example/.com

Correct Answer: B

\1://www.company.com/N\2/\3 Reference: https://learn.akamai.com/en-us/webhelp/edge-redirector/edge-redirector-
guide/GUID-0C22DFC2-DCC4-42AF-BDB2-9537FBEEO3FD.html

QUESTION 5

What role does FortiWeb play in ensuring PCI DSS compliance?
A. PCI specifically requires a WAF

B. Provides credit card processing capabilities

C. Provide ability to securely process cash transactions

D. Provides load balancing between multiple web servers
Correct Answer: A

Fortiweb helps you meet all PCI requirements, but PCI now specifically recommends using a WAF, and developing
remediations against the top 10 vulnerabilities, according to OWASP.
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