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QUESTION 1

Which of the following scan job report sections are generated by static analysis? (Choose two.)
A. Office Behaviors

B. Launched Processes

C. Registry Changes

D. Virtual Simulator

Correct Answer: CD

QUESTION 2

Examine the FortiSandbox Scan Profile configuration shown in the exhibit, and then answer the following question:

! Fut files/URLs from sniffer, network share and devices of the following types to job queue

lﬂ Executables @ Jl@ PDG documents \’:.” Office documents @ H =5 Flash Files “B Web Pages & || [

| {Fs ] Compressed Archives a || &  Android files [ || &  Macfiles L || &+  Userdefined extensions @ | I

| % URLdetection & |

- winpaewots o
21 |nstalled Applications Fa

Adobe Flash Player 15 ActiveX 15.0.0.189 =

Adobe ReaderX (10.1.4) “ m
Adobe ReaderX (10.1.4) 10.1.4

Google Chrome 47.0.2526./73

Google Update Helper

Googls Update Helper 1.3.28.15

lava 7 Update 71

= " clone | Verson:1 | ststs:Acisted |
1 |nstalled Applications B Scanned File Types
Can not fetch the information for installed 2pplications dmg

Based on the configuration, which of the following statements are true? (Choose two.)
A. PDF files will be inspected in the WIN7X86VM)16 VM.

B. URLs submitted using JSON API will not be inspected.

C. HTM files submitted using the management GUI will be inspected.

D. DMG files will be inspected in the MACOSX VM.
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Correct Answer: CD

QUESTION 3

Which FortiSandbox diagnostic command should you use to diagnose Internet connectivity issues on port3?
A. ping

B. tcpdump

C. test-network

D. traceroute

Correct Answer: D

Reference: https://dokumen.tips/documents/fortios-54-cookbook-fortinet-docs-
fortinetknowledgebasetechnicaldocumentation-.html

QUESTION 4

Examine the FortiGate antivirus log detail shown in the exhibit, then answer the following question:

= AntiVirus

Profile Name AV-AcmeCorp

Virus/Botnet FSA/RISK_HIGH

Virus ID 8

Reference http://www.fortinet.com/ve ?vn=FSA%2FRISK_HIGH
Detection Type Virus

Direction incoming

Quarantine Skip File-was-not-quarantined.

FortiSandbox Checksum 90877c1f6e7cO7fb11249dc28dd16a3a3ddfacd35d4f38¢c
Submitted for FortiSandbox false

Message File reported infected by Sandbox.

Which of the following statements is true?
A. FortiGate quarantined the file as a malware.
B. The file matched a FortiSandbox-generated malware signature.

C. The file was downloaded from www.fortinet.com.
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D. The FSA/RISK_HIGH verdict was generated by FortiSandbox.

Correct Answer: C

QUESTION 5

Examine the Suspicious Indicators section of the scan job shown in the exhibit, then answer the following question:

[=] Suspicious Indicators (6)
eeo000®ee®d collectgeticon CVE-2009-0972 detected collab.getlcon
seeeeeeee® collectgeticon CVE-2009-0972 detected Collab.getlcon collab.getlcon
seeeneeeee collectEmaillnfo CVE-2007-5659 detected Collab.collectEmaillnfo
eeeeweeeee ShellcodePattern detected

seseeeeeme® Warning detected //warning CVE-NO-MATCH Shellcode Engine Binary Threshold

Which FortiSandbox component identified the vulnerability exploits?
A. VM scan

B. Antivirus scan

C. Static analysis

D. Cache check

Correct Answer: C
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