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QUESTION 1

Which of the advanced threat protection solutions should you use to protect against an attacker may take during the
lateral movement stage of the kill chain? (Choose two.)

A. FortiClient and FortiSandbox
B. FortiMail and FortiSandbox
C. FortiGate and FortiSandbox
D. Fortiweb and FortiSandbox

Correct Answer: BD

QUESTION 2

Which FortiSandbox diagnostic command should you use to diagnose Internet connectivity issues on port3?
A. ping

B. tcpdump

C. test-network

D. traceroute

Correct Answer: D

Reference: https://dokumen.tips/documents/fortios-54-cookbook-fortinet-docs-
fortinetknowledgebasetechnicaldocumentation-.html

QUESTION 3

At which stage of the kill chain will an attacker use tools, such as nmap, ARIN, and banner grabbing, on the targeted
organization\\'s network?

A. Exploitation

B. Reconnaissance
C. Lateral movement
D. Weaponization

Correct Answer: B

QUESTION 4
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When using FortiSandbox in sniffer-mode, you should configure FortiSandbox to inspect both inbound and outbound
traffic.

What type of threats can FortiSandbox detect on inbound traffic? (Choose two.)
A. Botnet connections

B. Malware

C. Malicious URLs

D. Intrusion attempts

Correct Answer: AD

QUESTION 5

Examine the FortiSandbox Scan Profile configuration shown in the exhibit, and then answer the following question:

| Put files/ URLS from sniffer, network share and devices of the following types to job queue

| lﬂ Executables @ Jl@ PDG documents ’:.“ Office documents @ H =5 Flash Files Ha Web Pages & ||

| {Fs ] Compressed Archives a || L Android files [ || &  Macfiles - || - User defined extensions L |

| % URLdetection & |

- wivxsevote oot | Versone1 | stur civeed SRR
1 nstalled Applications Fa

Adobe Flash Player 15 ActiveX 15.0.0.189 =

Adobe ReaderX (10.1.4) “ “ m
Adobe ReaderX (10.1.4) 10.1.4

Google Chrome 47.0.2526./73

Google Update Helper

Googls Update Helper 1.3.28.15

Java 7 Update 71

= " clone | Verson:1 | ststs:Acisted |
1 |nstalled Applications B Scanned File Types
Can not fetch the information for installed z2pplications dmg

A

Based on the configuration, which of the following statements are true? (Choose two.)
A. PDF files will be inspected in the WIN7X86VM)16 VM.

B. URLs submitted using JSON API will not be inspected.

C. HTM files submitted using the management GUI will be inspected.

D. DMG files will be inspected in the MACOSX VM.

Correct Answer: CD
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