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QUESTION 1

Which of the following are features of network share scanning of FortiSandbox? (Choose two.)
A. Move clean files to a separate network share.

B. Replace suspicious files with a replacement message.

C. Detect malicious URLs.

D. Detect network attacks.

Correct Answer: AB

Reference: https://help.fortinet.com/fsandbox/olh/2-5-1/Document/900_Scan%20Input/900_Network%
20Share/100_Network%20Share.htm

QUESTION 2

Examine the following topology shown in the exhibit, then answer the following question: Which of the following
configuration tasks are applicable to secure Webserver from known threats? (Choose two.)

Webserver

A. Apply an SSL inspection profile configured for protecting SSL server.
B. Apply an antivirus profile to the portl -> port2 firewall policy.

C. Apply an SSL inspection profile configured for full SSL inspection.
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D. Apply a web filter profile to the portl -> port2 firewall policy.

Correct Answer: AC

QUESTION 3

FortiGate root VDOM is authorized and configured to send suspicious files to FortiSandbox for inspection. The
administrator creates a new VDOM, and then generates some traffic so that the new VDOM sends a file to
FortiSandbox for the first time.

Which of the following is true regarding this scenario?

A. FortiSandbox will accept the file, but not inspect it until the administrator manually configures the new VDOM on
FortiSandbox.

B. FortiSandbox will inspect all files based on the root VDOM authorization state and configuration.

C. FortiSandbox will accept the file, but not inspect it until the administrator manually authorizes the new VDOM on
FortiSandbox.

D. By default, FortiSandbox will autoauthorize the new VDOM, and inspect files as they are received.

Correct Answer: B

QUESTION 4

Which FortiSandbox diagnostic command should you use to diagnose Internet connectivity issues on port3?
A. ping

B. tcpdump

C. test-network

D. traceroute

Correct Answer: D

Reference: https://dokumen.tips/documents/fortios-54-cookbook-fortinet-docs-
fortinetknowledgebasetechnicaldocumentation-.html

QUESTION 5

Examine the FortiGate antivirus log detail shown in the exhibit, then answer the following question:
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= AntiVirus

Profile Name AV-AcmeCorp

Virus/Botnet FSA/RISK_HIGH

Virus ID 8

Reference http://www.fortinet.com/ve ?vn=FSA%2FRISK_HIGH
Detection Type Virus

Direction incoming

Quarantine Skip File-was-not-quarantined.

FortiSandbox Checksum 00877c1f6e7c97tb11249dc28dd16a3a3ddfac935d4f38¢
Submitted for FortiSandbox false

Message File reported infected by Sandbox.

Which of the following statements is true?

A. FortiGate quarantined the file as a malware.

B. The file matched a FortiSandbox-generated malware signature.
C. The file was downloaded from www.fortinet.com.

D. The FSA/RISK_HIGH verdict was generated by FortiSandbox.

Correct Answer: C
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