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QUESTION 1

View the exhibit, which contains the output of a debug command, and then answer the question below.

] =i [mp e,

Memory

memory 1
Which one of the following statements about this FortiGate is correct?
A. Itis currently in system conserve mode because of high CPU usage.
B. It is currently in extreme conserve mode because of high memory usage.
C. Itis currently in proxy conserve mode because of high memory usage.
D. Itis currently in memory conserve mode because of high memory usage.

Correct Answer: D

QUESTION 2

Examine the output of the “diagnose ips anomaly list\\' command shown in the exhibit; then answer the question below.
# diagnose ips anomaly list
list nids meter:

id=ip_dst_session 1ip=192.168.1.10 dos_id=2 exp=3646 pps=0 freq=0
id=udp_dst_session ip=192.168.1.10 dos id=2 exp=3646 pps=0 freq=0
s=0

id=udp_scan 1ip=192.168.1.110 dos_id=1 exp=649 pp: freq=0
id=udp_tlood ip=192.168.1.110 dos_id=2 exp=653 pps=0 freq=0
id=tcp_src_session  1p=192.168.1.110 dos_id=1 exp=5175 pps=0 freq=8
id=tcp_port_scan ip=192.168.1.110 dos_id=1 exp=175 pps=0 freq=0

id=ip_src_session ip=192.168.1.110 dos_id=1 exp=5649 pps=0 freq=30
id=udp src_session  1p=192.168.1.110 dos id=1 exp=5649 pps=0 freq=22

Which IP addresses are included in the output of this command?

A. Those whose traffic matches a DoS policy.
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B. Those whose traffic matches an IPS sensor.
C. Those whose traffic exceeded a threshold of a matching DoS policy.
D. Those whose traffic was detected as an anomaly by an IPS sensor.

Correct Answer: A

QUESTION 3

View these partial outputs from two routing debug commands:

# get router info kernel

tab=254 vf=0 scope=0 type=1 proto=11 prie=0 0.0.0.0/0.0.0.0/0->0.0.0.0/0 pref=0.0.0.0 gwy=10.200.1.254
dev=2 (portl)

tab=254 vf=0 scope=0 type=1 proto=11 prio=0 0.0.0.0/0.0.0.0/0->0.0.0.0/0 pref=0.0.0.0 gwy=10.200.2.254
dev=3 (port2)

tab=254 vf=0 scope=253 type=1 proto=2 pric=0 0.0.0.2/0.0.0.0/0->10.0.1.0/24 pref=10.0.1.254 gwy=0.0.0.0
dev=4 (port3)

# get router info routing-table all

g% 0. 0:0.0/0 [LO/0F »ia 10.200.1.254, portl
[10/0] wia 10.200.2.254, port2, [10/0]
ol 10.0.1.0/24 is directly connected, port3
e 10.200.1.0/24 is directly connected, portl
2 10.200.2.0/24 is directly connected, port2

Which outbound interface will FortiGate use to route web traffic from internal users to the Internet?
A. Both portl and port2

B. port3

C. portl

D. port2

Correct Answer: C

QUESTION 4

An LDAP user cannot authenticate against a FortiGate device. Examine the real time debug output shown in the exhibit
when the user attempted the authentication; then answer the question below.
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debug application fnbamd -1
diagnose debug enable

] fnbamd ldap get result-G¢
auth_ldap_ result-Continu
get_all dn-Found no

fnbamd_. 1_send result
destroy auth_ sessi
against 'Windc

Based on the output in the exhibit, what can cause this authentication problem?

A. User student is not found in the LDAP server.

B. User student is using a wrong password.

C. The FortiGate has been configured with the wrong password for the LDAP administrator.
D. The FortiGate has been configured with the wrong authentication schema.

Correct Answer: A

QUESTION 5

Refer to the exhibit, which contains a TCL script configuration on FortiManager.

Type TCL Script
Run script on Remote FortnGate ...
Script details f!

proc do_cmd fecrmd] |

puts [exec "Scmdivn” "# " 10]

i

run_cmd "config system interface ™
run_cmd "edit port1™®

run_cmd "setip 10.0.1.10 255.255.255.0
run_cmd "next”

run_cmd “end”

An administrator has configured the TCL script on FortiManager, but failed to apply any changes to the
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managed device after being executed.

Why did the TCL script fail to make any changes to the managed device?
A. Changes in an interface configuration can only be done by CLI script.
B. The TCL script must start with #include .

C. Incomplete commands are ignored in TCL scripts.

D. The TCL command run_cmd has not been created.

Correct Answer: D
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