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QUESTION 1

Examine the output from the \\'diagnose debug authd fsso list\\' command; then answer the question below.
# diagnose debug authd fsso list --FSSO logons-IP: 192.168.3.1 User: STUDENT Groups: TRAININGAD/
USERS Workstation: INTERNALZ2. TRAINING. LAB The IP address 192.168.3.1 is NOT the one used by
the workstation INTERNAL2. TRAINING.

LAB.

What should the administrator check?

A. The IP address recorded in the logon event for the user STUDENT.

B. The DNS name resolution for the workstation name INTERNAL2. TRAINING. LAB.

C. The source IP address of the traffic arriving to the FortiGate from the workstation INTERNAL2. TRAINING. LAB.
D. The reserve DNS lookup forthe IP address 192.168.3.1.

Correct Answer: C

QUESTION 2

Refer to the exhibit, which contains the output of diagnose sys session list.
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If the HA ID for the primary unit is zero (0), which statement about the output is true?
A. This session cannot be synced with the slave unit.

B. The inspection of this session has been offloaded to the slave unit.

C. The master unit is processing this traffic.

D. This session is for HA heartbeat traffic.
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Correct Answer: C

QUESTION 3

View the exhibit, which contains the output of a debug command, and then answer the question below.

# get router info ospf interface portd
port4 i= up, line protocol is up

Internet Address 172.20.121.23¢/24, Area 0.0.0.0, MTO 1500

Process ID 0, Router ID 0.0.0.4, Network Type BROADCAST, Cost: 1

Transmit Delay is 1 sec, State DROther, Pricrity 1

Designated Router (ID) 172.20.140.2, Interface Address 172.20.121.2
Backup Designated Router (ID) 0.0.0.1, Interface Address 172.20.121.23%
Timer intervals configured, Helleo 10.000, Dead 40, Wait 40, Retransmit 5

Eello dus in 00:00:05

¥Neighbor Count is 4, ARdjacent neighbor count is 2

Crypt Seguence Number is 411

Helle received 106, sent 27, DD received 7 sent 9

LE=Rey received 2 sepnt 2, LS-Upd recealved T =aal 5

LS-Ack received &€ gent 3, Discarded 1

Which of the following statements about the exhibit are true? (Choose two.)

A. In the network on port4, two OSPF routers are down.

B. Port4 is connected to the OSPF backbone area.

C. The local FortiGate\\'s OSPF router ID is 0.0.0.4

D. The local FortiGate has been elected as the OSPF backup designated router.

Correct Answer: BC

QUESTION 4

View the exhibit, which contains an entry in the session table, and then answer the question below.
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session info: proto=6 proto state=1l duration=53 expire=265 timeout=300 flags=00000000
sockflag=00000000

origin-shaper=

reply-shaper=

per_ip shaper=

ha id=0 policy dir=0 tunnel=/ vlan cos=0/255

user=AALI state=redir log local may dirty npu nlb none acct-ext

statistic (bytes/packets/allow err): org=2651/17/1 reply=19130/28/1 tuples=3

tx speed (Bps/kbps): 75/0 rx speed (Bps/kbps): 542/4

orgin->sink: org pre->post, reply pre->post dev=7->6/6->7 gwy=172.20.121.2/10.0.0.2
hook=post dir=org act=snat 192.167.1.100:49545->216.58.216.238:443(172.20.121.96:49545)
hook=pre dir=reply act=dnat 216.58.216.238:443->172.20.121.96:49545 (192.167.1.100:49545)
hook=post dir=reply act=noop 216.58.216.238:443->192.167.1.100:49545 (0.0.0.0:0)

pos/ (before, after) 0/(0,0), 0/(0,0)

src mac=08:5b:0e:6c:7b:7a

misc=0 policy id=21 auth info=0 chk client info=0 vd=0

serial=007£2948 tos=ff/ff app list=0 app=0 url cat=41

dd type=0 dd mode=0

npu_state=00000000

npu info: f£lag=0x00/0x00, offload=0/0, ips offload=0/0, epid=0/0, ipid=0/0, v1lan=0x0000/0x0000
v1ifid=0/0, vtag in=0x0000/0x0000 in npu=0/0, out npu=0/0, fwd en=0/0, gid=0/0

Which one of the following statements is true regarding FortiGate\\'s inspection of this session?
A. FortiGate applied proxy-based inspection.

B. FortiGate forwarded this session without any inspection.

C. FortiGate applied flow-based inspection.

D. FortiGate applied explicit proxy-based inspection.

Correct Answer: A

https://kb.fortinet.com/kb/viewContent.do?externalld=FD30042

QUESTION 5
Refer to the exhibit, which contains a TCL script configuration on FortiManager.

An administrator has configured the TCL script on FortiManager, but the TCL script failed to apply any changes to the
managed device after being run.
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Type TCL Script '
Run script an Remote FortiGate ... =
Script details #!

proc do_cmd [cmd |

puts [exec "$emdin” “# " 10]

1

run_cmd “config system interface °
run_cmd “edit poril®

run_cmd "set ip 10.0.1.10 255.255.255.0"
run_crmid “next”™

run_cmd "end”

Why did the TCL script fail to make any changes to the managed device?
A. The TCL command run_cmd has not been created.

B. The TCL script must start with tinclude .

C. Incomplete commands are ignored in TCL scripts.

D. Changes to an interface configuration can be made only by a CLI script.

Correct Answer: A
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