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QUESTION 1

View the exhibit, which contains an entry in the session table, and then answer the question below.

session info: proto=6 proto state=11 duration=53 expire=265 timeout=300 flags=00000000
sockflag=00000000

origin-shaper=

reply-shaper=

per ip shaper=

ha id=0 policy dir=0 tunnel=/ vlan cos=0/255

user=pALI state=redir log local may dirty npu nlb none acct-ext

statistic (bytes/packets/allow err): org=2651/17/1 reply=19130/28/1 tuples=3

tx speed (Bps/kbps): 73/0 rx speed (Bps/kbps): 542/4

orgin-»>sink: org pre->post, reply pre->post dev=7->6/6->7 qwy=172.20.121.2/10.0.0.2
hook=post dir=org act=snat 1592.167.1.100:49545->216.58.216,220:443(172.20.121.96:4054%)
hook=pre dir=reply act=dnat 216.58.216.238:443->172,20,121.96:49545 (192.167.1.100:49545)
hook=post dir=reply act=noop 216.58.216.238:443->192,167.1.100:459545 (0.0.0.0:0)

pos/ (before, after) 0/(0,0), 0/(0,0)

src mac=08:5b:0e:6ciThiTa

misc=0 pelicy id=21 auth info=0 chk client info=0 vd=0

serial=007f2948 tos=If/ff app list=0 app=0 url cat=4l1

dd type=0 dd mode=0

npu state=00000000

npu info: flag=0200/0x(0, offload=0/Q, ips offload=0/0, epid=0/0

, ipid=0/0, v1an=0x0000/0x000C

v1ifid=0/0, vtag in=0x(000/0x0000 in npu=0/0, out npu=0/0, fwd en=0/0, gid=0/0

Which one of the following statements is true regarding FortiGate\\'s inspection of this session?
A. FortiGate applied proxy-based inspection.

B. FortiGate forwarded this session without any inspection.

C. FortiGate applied flow-based inspection.

D. FortiGate applied explicit proxy-based inspection.

Correct Answer: B

QUESTION 2
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View the exhibit, which contains the output of diagnose sys session list, and then answer the question below.

# diagnose sys session list

session info: proto=6 proto state=B1 duration=73 expire=3
f1lag==08000000 sockflag=08888088 sockport=8 av_idx=B use=
origin-shaper=

reply-shaper=

per_ip shape=

ha id=P policy dir=8 tunnel=/

state—-may_dirty synced none app ntf

statistic (bytes/packets/allow err): org=822/11/1 reply=9837/15/1 tuples=
orgin-»*sink: org pre-spost, reply pre->post dev=4-32/2-54 pwy=10.2808.1.25
hook=post dir=org act=snst 10.8.1.10:65464->54.192_15.185:88(19.208.1.1:6
pos/ (before, after) @/(0/0), 0/(0/0)

misc=0 policy id=1 aut info=8 chk_client info=8 wvd=8

serial=08080098 tos=tf/+T ips _view=0 app list=0@ app=@

dd type=0 dd mode=8

597 timeout=3608
3

2
4/10.1.1.10
5464)

If the HA ID for the primary unit is zero (0), which statement is correct regarding the output?
A. This session is for HA heartbeat traffic.

B. This session is synced with the slave unit.

C. The inspection of this session has been offloaded to the slave unit.

D. This session cannot be synced with the slave unit.

Correct Answer: B

QUESTION 3

A corporate network allows Internet Access to FSSO users only. The FSSO user student does not have Internet access
after successfully logged into the Windows AD network. The output of the “diagnose debug authd fsso list\\' command
does not show student as an active FSSO user. Other FSSO users can access the Internet without problems. What
should the administrator check? (Choose two.)

A. The user student must not be listed in the CA\'s ignore user list.

B. The user student must belong to one or more of the monitored user groups.

C. The student workstation\\'s IP subnet must be listed in the CA\'s trusted list.

D. At least one of the student\\'s user groups must be allowed by a FortiGate firewall policy.

Correct Answer: BD

QUESTION 4
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A FortiGate is rebooting unexpectedly without any apparent reason. What troubleshooting tools could an administrator
use to get more information about the problem? (Choose two.)

A. Firewall monitor.
B. Policy monitor.
C. Logs.

D. Crashlogs.

Correct Answer: CD

QUESTION 5

Which statement is true regarding File description (FD) conserve mode?

A. IPS inspection is affected when FortiGate enters FD conserve mode.

B. A FortiGate enters FD conserve mode when the amount of available description is less than 5%.
C. FD conserve mode affects all daemons running on the device.

D. Restarting the WAD process is required to leave FD conserve mode.

Correct Answer: B
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