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QUESTION 1

In a wireless network integration, how does FortiNAC obtain connecting MAC address information?
A. RADIUS

B. Link traps

C. End station traffic monitoring

D. MAC notification traps

Correct Answer: A

QUESTION 2

An OT network architect needs to secure control area zones with a single network access policy to provision devices to
any number of different networks.

On which device can this be accomplished?
A. FortiGate

B. FortiEDR

C. FortiSwitch

D. FortiNAC

Correct Answer: D

QUESTION 3

What triggers Layer 2 polling of infrastructure devices connected in the network?
A. A failed Layer 3 poll

B. A matched security policy

C. A matched profiling rule

D. A linkup or linkdown trap

Correct Answer: D

QUESTION 4

An OT network administrator is trying to implement active authentication.
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Which two methods should the administrator use to achieve this? (Choose two.)
A. Two-factor authentication on FortiAuthenticator

B. Role-based authentication on FortiNAC

C. FSSO authentication on FortiGate

D. Local authentication on FortiGate

Correct Answer: AB

QUESTION 5

An OT administrator has configured FSSO and local firewall authentication. A user who is part of a user group is not
prompted from credentials during authentication.

What is a possible reason?

A. FortiGate determined the user by passive authentication

B. The user was determined by Security Fabric

C. Two-factor authentication is not configured with RADIUS authentication method
D. FortiNAC determined the user by DHCP fingerprint method

Correct Answer: D
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