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QUESTION 1

Refer to the exhibit.

Active Rules » Windows Installed Patches » Router/Switch Image Distribution x

Back Export 11

Device Name Device Type Vendor Device Type Model Device Hardware Model Device Image File Count

SJ-QA-AIOS-JunOffice  Cisco 108 1760 gig%g‘f’;i?;:"”kg‘ 1
s72033-

SJ-Main-Cat6500 Cisco 108 WS-C6509

advipservicesk9_wan- 1
mz 122-33.SXI1.bin

ph-network-3560_1 Cisco 108 : _48PS. c3560-advipsenicesk9- 4
L mz.122-25 SEE4 bin

An OT administrator ran a report to identify device inventory in an OT network. Based on the report results, which report
was run?

A. A FortiSIEM CMDB report

B. A FortiAnalyzer device report
C. A FortiSIEM incident report
D. A FortiSIEM analytics report

Correct Answer: A

QUESTION 2

In a wireless network integration, how does FortiNAC obtain connecting MAC address information?
A. RADIUS

B. Link traps

C. End station traffic monitoring

D. MAC notification traps

Correct Answer: A

QUESTION 3

What two advantages does FortiNAC provide in the OT network? (Choose two.)
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A. It can be used for loT device detection.

B. It can be used for industrial intrusion detection and prevention.
C. It can be used for network micro-segmentation.

D. It can be used for device profiling.

Correct Answer: CD

QUESTION 4

An administrator wants to use FortiSoC and SOAR features on a FortiAnalyzer device to detect and block any
unauthorized access to FortiGate devices in an OT network.

Which two statements about FortiSoC and SOAR features on FortiAnalyzer are true? (Choose two.)
A. You must set correct operator in event handler to trigger an event.

B. You can automate SOC tasks through playbooks.

C. Each playbook can include multiple triggers.

D. You cannot use Windows and Linux hosts security events with FortiSoC.

Correct Answer: BC

QUESTION 5

An OT network architect must deploy a solution to protect fuel pumps in an industrial remote network. All the fuel pumps
must be closely monitored from the corporate network for any temperature fluctuations.

How can the OT network architect achieve this goal?

A. Configure a fuel server on the remote network, and deploy a FortiSIEM with a single pattern temperature security rule
on the corporate network.

B. Configure a fuel server on the corporate network, and deploy a FortiSIEM with a single pattern temperature
performance rule on the remote network.

C. Configure a fuel server on the remote network, and deploy a FortiSIEM with a single pattern temperature
performance rule on the corporate network.

D. Configure both fuel server and FortiSIEM with a single-pattern temperature performance rule on the corporate
network.

Correct Answer: B
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