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QUESTION 1

Refer to the exhibit.

yvire=34 timecut=0 f£lags=00000000C

0 ha id=0 policy dir=0 tunnel=/ vlan cos=0/255

state=dirty may dirty , e,
statistic(bytes/packets/allow_err): org=84/1/1 reply=84/1/1 tuples=2

tx speed(Bps/kbps): 0/0 rx speed (Bps/kbps) : 0/0

orgin->sink: org pre—->post, reply pre->post dev=5->4/4->5 qtﬂ’=192'16'%"{3'2/10'0'1'10
ﬁookzpost dir=org act=snat 10.0.1.10:2246->8.8.8.8:8(192.168.73.132:62662)

hook=pre dir=reply act=dnat 8.8.8.8:62662—->192.168.73.132:0(10.0.1.10:2246)

misc=0 policy id=1 auth info=0 chk_client_inf?—o vd=0
serial—-00000a2c tos=ff/ff app_list=0 app=fJ url_ cat=0
rpdb link id= 80000000 rpdb svc_id=0 ngfwid=n/a

npu state=0x040000

total session 1

Based on the exhibit, which statement about FortiGate re-evaluating traffic is true?
A. The type of traffic defined and allowed on firewall policy ID 1 is UDP.

B. FortiGate has terminated the session after a change on policy ID 1.

C. Changes have been made on firewall policy ID 1 on FortiGate.

D. Firewall policy ID 1 has source NAT disabled.

Correct Answer: C

QUESTION 2

Which two interfaces are considered overlay links? (Choose two.)
A. IPsec

B. Physical

C.LAG

D. GRE

Correct Answer: AD

QUESTION 3

Which two statements describe how IPsec phase 1 main mode is different from aggressive mode when performing IKE
negotiation? (Choose two )
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A. A peer ID is included in the first packet from the initiator, along with suggested security policies.

B. XAuth is enabled as an additional level of authentication, which requires a username and password.
C. A total of six packets are exchanged between an initiator and a responder instead of three packets.
D. The use of Diffie Hellman keys is limited by the responder and needs initiator acceptance.

Correct Answer: BC

QUESTION 4

What is the purpose of a predefined template on the FortiAnalyzer?

A. It can be edited and modified as required

B. It specifies the report layout which contains predefined texts, charts, and macros

C. It specifies report settings which contains time period, device selection, and schedule
D. It contains predefined data to generate mock reports

Correct Answer: B

FortiAnalyzer 6.4 Study Guide page 197

QUESTION 5

Refer to the exhibit

tings

-session-dirty

Based on the exhibit, which two statements about existing sessions on FortiGate after a firewall policy change, are

true?(Choose two.)

A. The old sessions terminate after a policy change

B. Existing sessions remain unchanged after a policy change
C. All sessions are flushed by FortiGate after a policy change
D. FortiGate re-evaluates new packets after a policy change

Correct Answer: BD
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