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QUESTION 1

Which diagnostic command can you use to show the SD-WAN rules interface information and state? 

A. diagnose sys virtual-wan-link neighbor. 

B. diagnose sys virtual--wan--link route-tag-list 

C. diagnose sys virtual--wan--link member. 

D. diagnose sys virtual-wan-link service 

Correct Answer: D 

Reference: https://docs.fortinet.com/document/fortigate/6.2.0/cookbook/818746/sd-wan-related-diagnose-commands 

 

QUESTION 2

Which statement about using BGP routes in SD-WAN is true? 

A. Adding static routes must be enabled on all ADVPN interfaces. 

B. VPN topologies must be form using only BGP dynamic routing with SD-WAN 

C. Learned routes can be used as dynamic destinations in SD-WAN rules 

D. Dynamic routing protocols can be used only with non-encrypted traffic 

Correct Answer: C 

 

QUESTION 3

Why is it effective to use SD WAN rules when configuring application control? 

A. Because traffic can be load balanced based on application type 

B. Because SD-WAIM rules are independent from firewall policies to avoid controlling applications 

C. Because you must use certificate full inspection on the firewall policy 

D. Because the application database is manually maintained by administrators 

Correct Answer: A 

You can configure rules to steer traffic based on the application detected by Fortigate. This is know as application
steering or application-aware routing 

 

QUESTION 4
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Refer to exhibits. 

Exhibit A shows the source NAT global setting and exhibit B shows the routing table on FortiGate. 

Based on the exhibits, which two statements about increasing the port2 interface priority to 20 are true? (Choose two.) 

A. All the existing sessions that do not use SNAT will be flushed and routed through port1. 

B. All the existing sessions will continue to use port2, and new sessions will use port1. 

C. All the existing sessions using SNAT will be flushed and routed through port1. 

D. All the existing sessions will be blocked from using port1 and port2. 

Correct Answer: AC 

 

QUESTION 5

Which two protocols in the IPsec suite are most used for authentication and encryption? (Choose two) 

A. Secure Shell (SSH) 

B. Encapsulating Security Payload (ESP) 
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C. Internet Key Exchange (IKE) 

D. Transport Layer Security (TLS) 

E. Security Association (SA) 

Correct Answer: BC 
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