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QUESTION 1

Refer to the exhibit.
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FGR # show firewall policyé6
config firewall policy6

edit 1
set
set
set
set
set
set
set
set
set
sat
set
sat
set

next

end

name "internet-ipve"
grointf "portz™

datintf “"portl"

srcaddr "f£d00:acd5:87a4:890d::10/128"
dstaddr "all"

action accept

schedule "always"
service "ALL"

utm-status enable

users "nseBusear"
profile-type group
profile-group "nse8-pfg"”
nat enable

FGR # show firewall policy
config firewall policy

edit 1
set
set
set
set
set
set
set
set
set
set
set
set
set
sel
set
set
set

next
end

name "Internet"

arcintf "port2"

dstintf "portl"™

srcaddr "all"™

dstaddr "all"

action accept

schedule "always"

service "ALL"

utm-status enable

logtraffic all

fsso disable

users "nseBuser"

webfilter-profile "nseB-wf"
dnsfilter-profile "nse8-wf-dns"
profile-protocol-options "nse8-po”
ssl-ssh-profile "certificate-inspection"
nat enable

FGR # show firewall profile-group nse8-pfg
config firewall profile-group
edit "nseB-pfg"

set
set
set
set
next
end

webfilter-profile "nse8-wf"
dnsfilter-profile "nse8-wf-dns"
profile-protocol-options "nseB-po”
ssl-ssh-profile "certificate-inspection"
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Referring to the firewall polices shown in exhibit, which two statements are true? (Choose two.)
A. The IPv4 policy is allowing security profile groups.

B. The IPv6 traffic for nse8user is filtered using the DNS profile.

C. The IPv4 traffic for nse8user is filtered using the DNS profile.

D. The Web traffic for nse8user is being filtered differently in IPv4 and IPv6.

Correct Answer: BC

QUESTION 2

A customer wants to use a central RADIUS server for management authentication when connecting to the FortiGate
GUI and to provide different levels of access for different types of employees.

Which three actions are required to provide the requested functionality? (Choose three.)
A. Create a wildcard administrator on the FortiGate.

B. Enable radius-vdom-override in the CLI.

C. Create multiple administrator profiles with matching RADIUS VSAs.

D. Enable accprofile-override in the CLI.

E. Set the RADIUS authentication type to MS-CHAPV2.

Correct Answer: ACD

QUESTION 3

A FortiGate with the default configuration shown below is deployed between two IP telephones. FortiGate receives the
INVITE request shown in the exhibit from Phone A (internal) to Phone B (external).

NVITE sip:PhoneB@172.20.120.30 SIP/2.0 Via: SIP/2.0/UDP 10.31.101.20:5060 From: PhoneA To: PhoneB Call-ID:
314159@10.31.101.20 CSeq: 1 INVITE Contact: sip:PhoneA@10.31.101.20 v=0 o=PhoneA 5462346 332134 IN IP4
10.31.101.20 c=IN IP4 10.31.101.20 m=audio 49170 RTP 0 3

Which two statements are correct after the FortiGate receives the packet? (Choose two.)

A. NAT takes place only in the SIP application layer.

B. A pinhole will be opened to accept traffic sent to the FortiGate WAN IP address.

C. NAT takes place at both the network and SIP application layers.

D. A pinhole is not required to accept traffic sent to the FortiGate WAN IP address.

Correct Answer: BC
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QUESTION 4

You want to access the JISON API on FortiManager to retrieve information on an object. In this scenario, which two
methods will satisfy the requirement? (Choose two.)

A. Download the WSDL file from FortiManager administration GUI.
B. Make a call with the curl utility on your workstation.

C. Make a call with the SoapUI API tool on your workstation.

D. Make a call with the Web browser on your workstation.

Correct Answer: AC

QUESTION 5

Refer to the exhibit.

FortiGate

FortiSwitch-A FortiSwitch-B

An administrator wants to implement a multi-chassis link aggregation (MCLAG) solution using two FortiSwitch 448D
devices and one FortiGate 3700D. As described in the network topology shown in the exhibit, two links are already
connected from the FortiGate to each FortiSwitch.

What is required to implement this solution? (Choose two.)

A. Replace the FortiGate as this one does not have an ISF.

B. Create two separate link aggregated (LAG) interfaces on the FortiGate side for each FortiSwitch.

C. Add set fortilink-split-interface disable on the FortiLink interface.

D. An ICL link between both FortiSwitch devices needs to be added.
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Correct Answer: CD
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