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QUESTION 1

You must create a High Availability deployment with two FortiWebs in Amazon Web Services (AWS); each on different
Availability Zones (AZ) from the same region. At the same time, each Fortiweb should be able to deliver content from
the Web servers of both of the AZs.

Which deployment would fulfill this requirement?

A. Configure the FortiWebs in Active-Active HA mode and use AWS Elastic Load Balancer (ELB) for the internal Web
servers.

B. Use AWS Elastic Load Balancer (ELB) for both the Fortiwebs in standalone mode and the internal Web servers in an
ELB sandwich.

C. Configure the FortiWebs in Active-Active HA mode and use AWS Route 53 to load balance the internal Web servers.

D. Use AWS Route 53 to load balance the Fortiwebs in standalone mode and use AWS Virtual Private Cloud (VPC)
Peering to load balance the internal Web servers.

Correct Answer: B

QUESTION 2
You are asked to implement a single FortiGate 5000 chassis using Session-aware Load Balance Cluster (SLBC) with

Active-Passive FortiControllers. Both FortiControllers have the configuration shown below, with the rest of the
configuration set to the default values.

confiig system ha
set mode dual
set password fortinetnse8
set group—id 2
set chassis—id 1
set minimize—-chassis—failover enable
set hbdev "bl"
end

Both FortiControllers show Master status. What is the problem in this scenario?

A. The bl interface of the two FortiControllers do not see each other.

B. The management interface of both FortiControllers was connected on the same network.
C. The chassis ID settings on FortiController on slot 2 should be set to 2.

D. The priority should be set higher for FortiController on slot-1.

Correct Answer: A
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QUESTION 3

Refer to the exhibit.
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The exhibit shows a topology where a FortiGate is split into two VDOMs, root and vd-lan. The root VDOM
provides external SSL-VPN access, where the users are authenticated by a FortiAuthenticator. The vd-lan
VDOM provides internal access to a Web server.

For the remote users to access the internal Web server, there are a few requirements as follows:

All traffic must come from the SSL-VPN.

The vd-lan VDOM only allows authenticated traffic to the Web server.

Users must only authenticate once, using the SSL-VPN portal.

SSL-VPN uses RADIUS-based authentication.

Given these requirements and the topology shown in the exhibit, which two statements are true? (Choose
two.)

A. vd-lan connects to FortiAuthenticator as a regular FSSO client.

B. root is configured for FSSO while vd-lan is configured for RSSO.

Latest NSE8 811 Dumps | NSE8 811 Study Guide | NSE8_ 811 Exam Questions 3/6



https://www.pass2lead.com/nse8_811.html
https://www.pass2lead.com/nse8_811.html
https://www.pass2lead.com/nse8_811.html

P 2L d https://lwww.pass2lead.com/nse8_811.html
aSS ea 2024 Latest pass2lead NSE8_811 PDF and VCE dumps Download

—— https://Pass2Lead.com

C. root sends "RADIUS Accounting Messages" to FortiAuthenticator
D. vd-lan receives authentication messages from root using FSSO.

Correct Answer: AC

QUESTION 4

Refer to the exhibit.

SPP ID 0
Inbound Operating Mode Detection = Prevention
Qutbound Operating Mode Detection @« Prevention

SYN Flood Mitigation Direction ¢ Inbound =« Outbound
SYN With Payload Direction ¢ Inbound = Outbound
SYN Flood Mitigation Mode = SYN Cookie © ACK Cookie = SYN Retransmission
Adaptive Mode Fixed = Adaptive

Adaptive Limit (in percentage) 200

V-l Refresh

The exhibit shows the configuration of a service protection profile (SPP) in a FortiDDoS device. Which two statements
are true about the traffic matching being inspected by this SPP? (Choose two.)

A. Traffic that does not match any SPP policy will be inspected by this SPP.

B. FortiDDoS will not send a SYN/ACK if a SYN packet is coming from an IP address that is not in the legitimate IP (LIP)
address table.

C. FortiDDoS will start dropping packets as soon as the traffic exceeds the configured minimum threshold.
D. SYN packets with payloads will be dropped.

Correct Answer: AD

QUESTION 5

Refer to the exhibit.
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FortiSandbox

FortiSandbox Inspection @D Statistics...

FortiSandbox type Appliance REGIL

Server name/IP 1010103
Test Connection
Notifier Email i_._teich@acmgch _
Statistics interval |5—$_| (minutes)
Scan timeout | 3[} $ | (minutes)
Scan result expires in !-ED _$_| (minutes)

B Filz Scan Settings

File types @ Windows executable & Microsoft Office document
& PDF @ Adobe flash
€ lavaScript » lJar
@ HTML B Archive
File patterns | 4
" —
| bl
File size (® Maximum file size to upload l'l 924 Q I (KB)

B URI Scan Settings

Email selection All email Suspicious email
URI selection All URI Unrated URI

Upload URI on rating error (B

MNumber of URIs per email | 5 o

You have installed a FortiSandbox and configured it in your FortiMail. Referring to the exhibit, which two statements are
correct? (Choose two.)

A. If FortiMail is not able to obtain the results from the FortiGuard queries, URIs will not be checked by the
FortiSandbox.

B. FortiMail will cache the results for 30 minutes
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C. If the FortiSandbox with IP 10.10.10.3 is not available, the e-mail will be checked by the FortiCloud Sandbox.
D. FortiMail will wait up to 30 minutes to obtain the scan results.

Correct Answer: AD
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