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QUESTION 1

Review the following FortiGate-6000 configuration excerpt: 

Based on the configuration, which statement is correct regarding SNAT source port partitioning behavior? 

A. It dynamically distributes SNAT source ports to operating FPCs or FPMs. 

B. It is the default SNAT configuration and preserves active sessions when an FPC or FPM goes down. 

C. It statically distributes SNAT source ports to operating FPCs or FPMs 

D. It equally distributes SNAT source ports across chassis slots. 

Correct Answer: A 

Explanation: The configuration excerpt shows that the SNAT source port partitioning behavior is set to dynamic. This
means that the FortiGate will dynamically distribute SNAT source ports to operating FPCs or FPMs. This ensures that
active 

sessions are not interrupted if an FPC or FPM goes down. 

The other options are incorrect. Option B is incorrect because the default SNAT configuration is static. Option C is
incorrect because the configuration excerpt does not specify that SNAT source ports are statically distributed. Option D
is 

incorrect because the SNAT source ports are not evenly distributed across chassis slots. Here are some additional
details about SNAT source port partitioning behavior: 

SNAT source port partitioning behavior can be set to dynamic or static. 

The default SNAT configuration is static. 

Dynamic SNAT source port partitioning ensures that active sessions are not interrupted if an FPC or FPM goes down. 

Static SNAT source port partitioning can improve performance by reducing the number of SNAT lookups. 

 

QUESTION 2

Refer to the exhibit. 
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A customer has deployed a FortiGate 200F high-availability (HA) cluster that contains and TPM chip. The exhibit shows
output from the FortiGate CLI session where the administrator enabled TPM. 

Following these actions, the administrator immediately notices that both FortiGate high availability (HA) status and
FortiManager status for the FortiGate are negatively impacted. 

What are the two reasons for this behavior? (Choose two.) 

A. The private-data-encryption key entered on the primary did not match the value that the TPM expected. 

B. Configuration for TPM is not synchronized between FortiGate HA cluster members. 

C. The FortiGate has not finished the auto-update process to synchronize the new configuration to FortiManager yet. 

D. TPM functionality is not yet compatible with FortiGate HA D The administrator needs to manually enter the hex
private data encryption key in FortiManager 

Correct Answer: AB 

Explanation: The two reasons for the negative impact on the FortiGate HA status and FortiManager status after enabling
TPM are: The private-data-encryption key entered on the primary unit did not match the value that the TPM expected.
This could happen if the TPM was previously enabled and then disabled, and the key was changed in between. The
TPM will reject the new key and cause an error in the configuration synchronization. Configuration for TPM is not
synchronized between FortiGate HA cluster members. Each cluster member must have the same private-data-
encryption key to form a valid HA cluster and synchronize their configurations. However, enabling TPM on one unit does
not automatically enable it on the other units, and the key must be manually entered on each unit. To resolve these
issues, the administrator should disable TPM on all units, clear the TPM data, and then enable TPM again with the
same private-data-encryption key on each unit. References:
https://docs.fortinet.com/document/fortigate/6.4.0/cookbook/103437/inbound-ssl- inspection
https://docs.fortinet.com/document/fortigate/6.4.0/cookbook/103438/application- detection-on-ssl-offloaded-traffic 

 

QUESTION 3

Refer to the exhibit containing the configuration snippets from the FortiGate. Customer requirements: SSLVPN Portal
must be accessible on standard HTTPS port (TCP/443) Public IP address (129.11.1.100) is assigned to portl
Datacenter.acmecorp.com resolves to the public IP address assigned to portl 
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The customer has a Let\\'s Encrypt certificate that is going to expire soon and it reports that subsequent attempts to
renew that certificate are failing. 

Reviewing the requirement and the exhibit, which configuration change below will resolve this issue? 

A. Option A 

B. Option B 

C. Option C 

D. Option D 

Correct Answer: B 

Explanation: The customer\\'s SSLVPN Portal is currently configured to use a self-signed certificate. This means that
the certificate is not trusted by any browsers, and users will have to accept a security warning before they can connect
to the 

portal. To resolve this issue, the customer needs to configure the FortiGate to use a Let\\'s Encrypt certificate. Let\\'s
Encrypt is a free certificate authority that provides trusted certificates for websites and other applications. 

The configuration change in option B will configure the FortiGate to use a Let\\'s Encrypt certificate for the SSLVPN
Portal. This will allow users to connect to the portal without having to accept a security warning. 

The other configuration changes are not necessary to resolve the issue. Option A will configure the FortiGate to use a
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different port for the SSLVPN Portal, but this will not resolve the issue with the self-signed certificate. Option C will 

configure the FortiGate to use a different DNS name for the SSLVPN Portal, but this will also not resolve the issue with
the self-signed certificate. Option D will configure the FortiGate to use a different certificate authority for the SSLVPN 

Portal, but this will also not resolve the issue because the customer still needs to use a trusted certificate. 

References: 

Configuring SSLVPN with Let\\'s Encrypt: 

https://docs.fortinet.com/document/fortigate/7.0.0/administration- guide/822087/acme-certificate-support 

Let\\'s Encrypt: https://letsencrypt.org/ 

 

QUESTION 4

Refer to the exhibits. 

Exhibit A 

Exhibit B 
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Exhibit C 

A customer is trying to set up a VPN with a FortiGate, but they do not have a backup of the configuration. Output during
a troubleshooting session is shown in the exhibits A and B and a baseline VPN configuration is shown in Exhibit C
Referring to the exhibits, which configuration will restore VPN connectivity? 
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A. Option A 

B. Option B 

C. Option C 

D. Option D 

Correct Answer: C 

Explanation: The output in Exhibit A shows that the VPN tunnel is not established because the peer IP address is
incorrect. The output in Exhibit B shows that the peer IP address is 192.168.1.100, but the baseline VPN configuration
in Exhibit C shows that the peer IP address should be 192.168.1.101. To restore VPN connectivity, you need to change
the peer IP address in the VPN tunnel configuration to 192.168.1.101. The correct configuration is shown below: config
vpn ipsec phase1-interface edit "wan" set peer-ip 192.168.1.101 set peer-id 192.168.1.101 set dhgrp 1 set auth-mode
psk set psk SECRET_PSK next end Option A is incorrect because it does not change the peer IP address. Option B is
incorrect because it changes the peer IP address to 192.168.1.100, which is the incorrect IP address. Option D is
incorrect because it does not include the necessary configuration for the VPN tunnel. 

 

QUESTION 5

Refer to the exhibit. 

The exhibit shows two error messages from a FortiGate root Security Fabric device when you try to configure a new
connection to a FortiClient EMS Server. 

Referring to the exhibit, which two actions will fix these errors? (Choose two.) 

A. Verify that the CRL is accessible from the root FortiGate 

B. Export and import the FortiClient EMS server certificate to the root FortiGate. 

C. Install a new known CA on the Win2K16-EMS server. 

D. Authorize the root FortiGate on the FortiClient EMS 

Correct Answer: AD 

A is correct because the error message "The CRL is not accessible" indicates that the root FortiGate cannot access the
CRL for the FortiClient EMS server. Verifying that the CRL is accessible will fix this error. 

D is correct because the error message "The FortiClient EMS server is not authorized" indicates that the root FortiGate
is not authorized to connect to the FortiClient EMS server. Authorizing the root FortiGate on the FortiClient EMS server
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will 

fix this error. 

The other options are incorrect. Option B is incorrect because exporting and importing the FortiClient EMS server
certificate to the root FortiGate will not fix the CRL error. Option C is incorrect because installing a new known CA on
the 

Win2K16-EMS server will not fix the authorization error. 

References: 

Troubleshooting FortiClient EMS connectivity | FortiClient / FortiOS 7.0.0 - Fortinet Document Library 

Authorizing FortiGates with FortiClient EMS | FortiClient / FortiOS 6.4.8 - Fortinet Document Library 
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