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QUESTION 1

Which not-for-profit organization maintains the common vulnerability exposure catalog that is available through their
public website? 

A. Department of Homeland Security 

B. MITRE 

C. Office of Cyber Security and Information Assurance 

D. Cybersecurity Vulnerability Research Center 

Correct Answer: B 

 

QUESTION 2

What is required for a SIEM to operate correctly to ensure a translated flow from the system of interest to the SIEM data
lake? 

A. connectors and interfaces 

B. infrastructure and containers 

C. containers and developers 

D. data center and UPS 

Correct Answer: A 

 

QUESTION 3

Which classification of IDS/IPS uses a database of known vulnerabilities and attack profiles to identify intrusion
attempts? 

A. Statistical-based 

B. Knowledge-based 

C. Behavior-based 

D. Anomaly-based 

Correct Answer: B 

A knowledge-based system uses a database of known vulnerabilities and attack profiles to identify intrusion attempts.
These types of systems have lower false-alarm rates than behavior-based systems but must be continually updated with
new attack signatures to be effective. A behavior-based system uses a baseline of normal network activity to identify
unusual patterns or levels of network activity that may be indicative of an intrusion attempt. These types of systems are
more adaptive than knowledge-based systems and therefore may be more effective in detecting previously unknown
vulnerabilities and attacks, but they have a much higher false-positive rate than knowledge- based systems. 
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QUESTION 4

Which organizational function is responsible for security automation and eventual vetting of the solution to help ensure
consistency through machine-driven responses to security issues? 

A. NetOps 

B. SecOps 

C. SecDevOps 

D. DevOps 

Correct Answer: B 

Security operations (SecOps) is a necessary function for protecting the digital way of life, for global businesses and
customers. SecOps requires continuous improvement in operations to handle fast- evolving threats. SecOps needs to
arm security operations professionals with high-fidelity intelligence, contextual data, and automated prevention
workflows to quickly identify and respond to these threats. SecOps must leverage automation to reduce strain on
analysts and execute the Security Operation Center\\'s (SOC) mission to identify, investigate, and mitigate threats. 

 

QUESTION 5

Which aspect of a SaaS application requires compliance with local organizational security policies? 

A. Types of physical storage media used 

B. Data-at-rest encryption standards 

C. Acceptable use of the SaaS application 

D. Vulnerability scanning and management 

Correct Answer: C 
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