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QUESTION 1

Which option describes the "selective network security virtualization" phase of incrementally transforming data centers? 

A. during the selective network security virtualization phase, all intra-host communication paths are strictly controlled 

B. during the selective network security virtualization phase, all intra-host traffic is forwarded to a Web proxy server 

C. during the selective network security virtualization phase, all intra-host traffic is encapsulated and encrypted using the
IPSEC protocol 

D. during the selective network security virtualization phase, all intra-host traffic is load balanced 

Correct Answer: A 

Selective network security virtualization: Intra-host communications and live migrations are architected at this phase. All
intra-host communication paths are strictly controlled to ensure that traffic between VMs at different trust levels is
intermediated either by an on- box, virtual security appliance or by an off-box, physical security appliance. 

 

QUESTION 2

Which product from Palo Alto Networks extends the Security Operating Platform with the global threat intelligence and
attack context needed to accelerate analysis, forensics, and hunting workflows? 

A. Global Protect 

B. WildFire 

C. AutoFocus 

D. STIX 

Correct Answer: C 

page 173 "AutoFocus makes over a billion samples and sessions, including billions of artifacts, immediately actionable
for security analysis and response efforts. AutoFocus extends the product portfolio with the global threat intelligence and
attack context needed to accelerate analysis, forensics, and hunting workflows. Together, the platform and AutoFocus
move security teams away from legacy manual approaches that rely on aggregating a growing number of
detectionbased alerts and post-event mitigation, to preventing sophisticated attacks and enabling proactive hunting
activities." 

 

QUESTION 3

Which endpoint product from Palo Alto Networks can help with SOC visibility? 

A. STIX 

B. Cortex XDR 

C. WildFire 
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D. AutoFocus 

Correct Answer: B 

XDR solutions bring a proactive approach to threat detection and response. It delivers visibility across all data, including
endpoint, network, and cloud data, while applying analytics and automation to address today\\'s increasingly
sophisticated threats. With XDR, cybersecurity teams can: Identify hidden, stealthy, and sophisticated threats
proactively and quickly Track threats across any source or location within the organization Increase the productivity of
the people operating the technology Get more out of their security investments Conclude investigations more efficiently 

 

QUESTION 4

What are three benefits of SD-WAN infrastructure? (Choose three.) 

A. Improving performance of SaaS applications by requiring all traffic to be back-hauled through the corporate
headquarters network 

B. Promoting simplicity through the utilization of a centralized management structure 

C. Utilizing zero-touch provisioning for automated deployments 

D. Leveraging remote site routing technical support by relying on MPLS 

E. Improving performance by allowing efficient access to cloud-based resources without requiring back- haul traffic to a
centralized location 

Correct Answer: BCE 

Simplicity: Because each device is centrally managed, with routing based on application policies, WAN managers can
create and update security rules in real time as network requirements change. Also, when SD-WAN is combined with
zero-touch provisioning, a feature that helps automate the deployment and configuration processes, organizations can
further reduce the complexity, resources, and operating expenses required to spin up new sites. Improved performance:
By allowing efficient access to cloud- based resources without the need to backhaul traffic to centralized locations,
organizations can provide a better user experience. 

 

QUESTION 5

Which Palo Alto Networks tool is used to prevent endpoint systems from running malware executables such as viruses,
trojans, and rootkits? 

A. Expedition 

B. Cortex XDR 

C. AutoFocus 

D. App-ID 

Correct Answer: B 
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