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QUESTION 1

During the OSI layer 3 step of the encapsulation process, what is the Protocol Data Unit (PDU) called when the IP stack
adds source (sender) and destination (receiver) IP addresses? 

A. Frame 

B. Segment 

C. Packet 

D. Data 

Correct Answer: C 

The IP stack adds source (sender) and destination (receiver) IP addresses to the TCP segment (which now is called an
IP packet) and notifies the server operating system that it has an outgoing message ready to be sent across the
network. 

 

QUESTION 2

Which two network resources does a directory service database contain? (Choose two.) 

A. Services 

B. /etc/shadow files 

C. Users 

D. Terminal shell types on endpoints 

Correct Answer: AC 

A directory service is a database that contains information about users, resources, and services in a network. 

 

QUESTION 3

What does SOAR technology use to automate and coordinate workflows? 

A. algorithms 

B. Cloud Access Security Broker 

C. Security Incident and Event Management 

D. playbooks 

Correct Answer: D 

SOAR tools ingest aggregated alerts from detection sources (such as SIEMs, network security tools, and mailboxes)
before executing automatable, process- driven playbooks to enrich and respond to these alerts. 
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QUESTION 4

Which key component is used to configure a static route? 

A. router ID 

B. enable setting 

C. routing protocol 

D. next hop IP address 

Correct Answer: D 

 

QUESTION 5

DRAG DROP 

Match the Identity and Access Management (IAM) security control with the appropriate definition. 

Select and Place: 

Correct Answer: 
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