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QUESTION 1

During which step of the cyber-attack lifecycle is a user\\'s web browser redirected to a webpage that automatically
downloads malware to the endpoint? 

A. delivery 

B. weaponization 

C. reconnaissance 

D. command-and-control 

Correct Answer: A 

 

QUESTION 2

DRAG DROP 

Match the tool to its capability. 

Select and Place: 

Correct Answer: 
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QUESTION 3

What is an example of a distance-vector routing protocol? 

A. OSPF 

B. BGP 

C. RIP D. IGRP 

Correct Answer: C 

 

QUESTION 4

Which type of adversary would commit cybercrimes with the authorization of their country\\'s government? 

A. state-sponsored 

B. hacktivist 

C. gray hat 

D. white hat 

Correct Answer: A 

 

QUESTION 5

How does machine learning enhance WildFire operation? 

A. analyzes file sample characteristics during static analysis 

B. determines which file samples should be forwarded to WildFire 

C. determines the optimum OS WildFire uses to analyze file samples 

D. analyzes file sample characteristics during dynamic analysis 

Correct Answer: D 
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