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QUESTION 1

On an endpoint, which method should you use to secure applications against exploits? 

A. full-disk encryption 

B. strong user passwords 

C. software patches 

D. endpoint-based firewall 

Correct Answer: D 

 

QUESTION 2

Assume that it is your responsibility to secure the software functioning at top five layers in the exhibit. 

Which cloud service model type is represented? 
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A. software as a service 

B. platform as a service 

C. infrastructure as a service 

D. on-premises 

Correct Answer: C 

 

QUESTION 3

In the context of a mobile device management solution, what is a function of the "policy enforcement" feature? 

A. controls which websites can be accessed when connected to Wi-Fi 

B. controls which Wi-Fi networks can be accessed 

C. controls which phone numbers can be dialed 

D. controls which password/passcode settings are allowed 

Correct Answer: A 

 

QUESTION 4

Which network security architecture feature is designed to purposely expose some of an organization\\'s services to
untrusted networks? 

A. network zone 

B. security zone 

C. demilitarized zone 

D. military zone 

Correct Answer: C 

 

QUESTION 5

Which action must be taken prior to a successful ransomware attack to enable recovery from the attack? 

A. create a data snapshot on your IDS device 

B. back up all hosts that contain critical data 

C. update all firewall malware signatures 

D. limit external exposure of internal DNS resource records 
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Correct Answer: B 
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