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QUESTION 1

Phishing belongs which of the following MITRE ATTandCK tactics?
A. Initial Access, Persistence

B. Persistence, Command and Control

C. Reconnaissance, Persistence

D. Reconnaissance, Initial Access

Correct Answer: D

QUESTION 2

Where would you go to add an exception to exclude a specific file hash from examination by the Malware profile for a
Windows endpoint?

A. Find the Malware profile attached to the endpoint, Under Portable Executable and DLL Examination add the hash to
the allow list.

B. From the rules menu select new exception, fill out the criteria, choose the scope to apply it to, hit save.

C. Find the exceptions profile attached to the endpoint, under process exceptions select local analysis, paste the hash
and save.

D. In the Action Center, choose Allow list, select new action, select add to allow list, add your hash to the
list, and apply it.

Correct Answer: B

QUESTION 3

What is the purpose of the Cortex Data Lake?

A. a local storage facility where your logs and alert data can be aggregated

B. a cloud-based storage facility where your firewall logs are stored

C. the interface between firewalls and the Cortex XDR agents

D. the workspace for your Cortex XDR agents to detonate potential malware files

Correct Answer: B

QUESTION 4
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When creating a scheduled report which is not an option?

A. Run weekly on a certain day and time.

B. Run quarterly on a certain day and time.

C. Run monthly on a certain day and time.

D. Run daily at a certain time (selectable hours and minutes).

Correct Answer: B

QUESTION 5

When selecting multiple Incidents at a time, what options are available from the menu when a user right-clicks the
incidents? (Choose two.)

A. Assign incidents to an analyst in bulk.
B. Change the status of multiple incidents.
C. Investigate several Incidents at once.
D. Delete the selected Incidents.

Correct Answer:. AB
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