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QUESTION 1

What must be configured for the firewall to access multiple authentication profiles for external services to authenticate a
non-local account? 

A. authentication sequence 

B. LDAP server profile 

C. authentication server list 

D. authentication list profile 

Correct Answer: A 

 

QUESTION 2

Which action can be set in a URL Filtering Security profile to provide users temporary access to all websites in a given
category using a provided password? 

A. exclude 

B. continue 

C. hold 

D. override 

Correct Answer: D 

The user will see a response page indicating that a password is required to allow access to websites in the given
category. With this option, the security administrator or help-desk person would provide a password granting temporary
access to all websites in the given category. A log entry is generated in the URL Filtering log. The Override webpage
doesn\\'t display properly on client systems configured to use a proxy server. 

 

QUESTION 3

Which two features can be used to tag a user name so that it is included in a dynamic user group? (Choose two) 

A. XML API 

B. log forwarding auto-tagging 

C. GlobalProtect agent 

D. User-ID Windows-based agent 

Correct Answer: AD 

https://docs.paloaltonetworks.com/pan-os/8-1/pan-os-admin/url-filtering/url- filtering-concepts/url-filtering-profile-actions 
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QUESTION 4

When configuring a security policy, what is a best practice for User-ID? 

A. Use only one method for mapping IP addresses to usernames. 

B. Allow the User-ID agent in zones where agents are not monitoring services. 

C. Limit User-ID to users registered in an Active Directory server. 

D. Deny WMI traffic from the User-ID agent to any external zone. 

Correct Answer: D 

 

 

QUESTION 5

What is the main function of Policy Optimizer? 

A. reduce load on the management plane by highlighting combinable security rules 

B. migrate other firewall vendors\\' security rules to Palo Alto Networks configuration 

C. eliminate "Log at Session Start" security rules 

D. convert port-based security rules to application-based security rules 

Correct Answer: D 

Reference:https://docs.paloaltonetworks.com/pan-os/9-0/pan-os-new-features/app-id- features/policy- optimizer.html 
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