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QUESTION 1

Access to which feature requires PAN-OS Filtering licens? 

A. PAN-DB database 

B. URL external dynamic lists 

C. Custom URL categories 

D. DNS Security 

Correct Answer: A 

Reference:https://docs.paloaltonetworks.com/pan-os/8-1/pan-os-admin/getting- started/activate-licenses-and-
subscriptions.html 

 

QUESTION 2

Which Security profile generates an alert based on a threshold when the action is set to Alert? 

A. Vulnerability Protection 

B. Antivirus 

C. DoS protection 

D. Anti-Spyware 

Correct Answer: C 

DoS Protection profiles set thresholds that protect against new session IP flood attacks and provide resource protection
(maximum concurrent session limits for specified endpoints and resources). DoS Protection profiles protect specific
devices (classified profiles) and groups of devices (aggregate profiles) against SYN, UDP, ICMP, ICMPv6, and Other IP
flood attacks. Configuring Flood Protection thresholds in a DoS Protection profile is similar to configuring Flood
Protection in a Zone Protection profile, but Zone Protection profiles protect entire ingress zones, while DoS protection
profiles and policy rules are granular and targeted, and can even be classified to a single device (IP address). The
firewall measures the aggregate number of connections-per-second (CPS) to a group of devices (aggregate profile) or
measures the CPS to individual devices (classified profile). 

 

QUESTION 3

Which three interface deployment methods can be used to block traffic flowing through the Palo Alto Networks firewall?
(Choose three.) 

A. Layer 2 

B. Virtual Wire 

C. Tap 
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D. Layer 3 

E. HA 

Correct Answer: BDE 

 

QUESTION 4

Which object would an administrator create to block access to all high-risk applications? 

A. HIP profile 

B. application filter 

C. application group 

D. Vulnerability Protection profile 

Correct Answer: B 

Reference: https://knowledgebase.paloaltonetworks.com/KCSArticleDetail?id=kA10g000000ClKECA0 

 

QUESTION 5

Which type of policy allows an administrator to both enforce rules and take action? 

A. Authentication 

B. Security 

C. NAT 

D. Decryption 

Correct Answer: B 
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