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QUESTION 1
View the GlobalProtect configuration screen capture.

What is the purpose of this configuration?

+ Internal Host Detection IPvd Internal Host Detection IPv6
[P Address | [92,163.10.1 IF mddress

Haostname | host, my .domain Hoskname

A. It forces an internal client to connect to an internal gateway at IP address 192 168 10 1.
B. It configures the tunnel address of all internal clients lo an IP address range starting at 192 168 10 1.

C. It forces the firewall to perform a dynamic DNS update, Which adds the internal gateway\\'s hostname and IP
address to the DNS server.

D. It enables a Client to perform a reverse DNS lookup on 192 .168. 10 .1. to delect it is an internal client.

Correct Answer: D

QUESTION 2

Which two action would be part of an automatic solution that would block sites with untrusted certificates without
enabling SSL forward proxy? (Choose two.)

A. Configure an EDL to pull IP Addresses of known sites resolved from a CRL.
B. Create a Security Policy rule with vulnerability Security Profile attached.

C. Create a no-decrypt Decryption Policy rule.

D. Enable the "Block seasons with untrusted Issuers- setting.

E. Configure a Dynamic Address Group for untrusted sites.

Correct Answer: BD

QUESTION 3
An administrator wants multiple web servers in the DMZ to receive connections from the internet. Traffic destined for

206.15.22.9 port 80/TCP needs to be forwarded to the server at 10 1.22 Based on the information shown in the age,
which NAT rule will forward web-browsing traffic correctly?
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FIREWALL Settings

el/1: Zone - Internet, IP - 206.15,22.9
206,15.22.10
206,1522.11

el/4: Zone- DMZ IP - 10.1.1.1/24

Firewall

SERVER 1 Settings
Ethernet Adapter 1: 10.1.1.22/24
Gateway: 10.1.1.1

SERVER 2 Settings
Ethernet Adapter 1: 10.1.1.23/24
Gateway: 10.1.1.1

Source IP: Any

Destination IP: 286.15.22.9
Source Zone: Internet
Destination Zone: DMZ
Destimation Service: 88/TCP
Action: Destination NAT
Translated IP: 18.2.2.23
Translated Port: 53/UDP

Source IP: Any

Destinatlion IP: 206.15.22.9
Source Zone: Interpet
Destination Zone: DMZ
Destination Service: B@/TCP
Action: Destination NAT
Translated TPF: 18.3.2 13
Translated Port: 53/UDP

Source IP: Any

Destination IP: 2086.15.22.9
Source Zone: Internet
Destination Zone: Internet
Destination Service: BO/TCP
Action: Destination NAT
Translated IP: 10.1.1.22
Translated Port: None

Source IP: Any

Destination IP: 286.15.22.9
Source Zone: Internet
Destination Zone: DMZ
Destination Service: B88/TCP
Action: Destination NAT
Translated IP: 1@.1.1.22
Translated Port: 88/TCP

Source IP: Any

Destination IP: 206.15.22.9
Source Zone: Internet
Destination Zone: Internet
Destination Service: 8@/TCP
Action: Destination NAT
Translated IP: 10.1.1.22
Translated Port: 53/UDP
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A.B.C.D.

Correct Answer: A

QUESTION 4

An organization has Palo Alto Networks MGfWs that send logs to remote monitoring and security management
platforms. The network team has report has excessive traffic on the corporate WAN. How could the Palo Alto Networks
NOFW administrator reduce WAN traffic while maintaining support for all the existing monitoring/security platforms?

Firewalls Panorama

; Management and Maonitoring
iﬂ; Systems

A. forward logs from firewalls only to Panorama, and have Panorama forward log* lo other external service.
B. Any configuration on an M-500 would address the insufficient bandwidth concerns.

C. Configure log compression and optimization features on all remote firewalls.

D. Forward logs from external sources to Panorama for correlation, arid from Panorama send to the NGFW.

Correct Answer: A

QUESTION 5

A firewall administrator has been asked to configure a Palo Alto Networks NGFW to prevent against compromised hosts
trying to phone-number or bacon out to eternal command-and-control (C2) servers. Which Security Profile type will
prevent these behaviors?

A. Vulnerability Protection

B. Antivirus

C. Wildfire

D. Anti-Spyware
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Correct Answer: D
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