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QUESTION 1

An administrator sees several inbound sessions identified as unknown-tcp in the traffic logs. The administrator
determines that these sessions are from external users accessing the company\\'s proprietary accounting application.
The administrator wants to reliably identify this as their accounting application and to scan this traffic for threats. Which
option would achieve this result? 

A. Create an Application Override policy and a custom threat signature for the application 

B. Create an Application Override policy 

C. Create a custom App-ID and use the "ordered conditions" check box 

D. Create a custom App ID and enable scanning on the advanced tab 

Correct Answer: D 

 

 

QUESTION 2

In a template you can configure which two objects? (Choose two.) 

A. SD WAN path quality profile 

B. application group 

C. IPsec tunnel 

D. Monitor profile 

Correct Answer: CD 

 

 

QUESTION 3

Which new PAN-OS 11.0 feature supports IPv6 traffic? 

A. DHCPv6 Client with Prefix Delegation 

B. OSPF 

C. DHCP Server 

D. IKEvI 

Correct Answer: A 

According to the Palo Alto Networks documentation1, DHCPv6 Client with Prefix Delegation is a new feature in PAN-OS
11.0 that supports IPv6 traffic. This feature allows configuring an interface as a DHCPv6 client with prefix delegation, 
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which enables the interface to obtain an IPv6 prefix from a DHCPv6 server and assign IPv6 addresses to other
interfaces on the firewall or downstream devices. Therefore, the correct answer is A. The other options are not new
features in 

PAN-OS 11.0 that support IPv6 traffic: 

OSPF: This option is not a new feature in PAN-OS 11.0. OSPF is a routing protocol that supports both IPv4 and IPv6
traffic. It has been supported by PAN-OS since version 4.12. DHCP Server: This option is not a new feature in PAN-OS 

11.0. DHCP Server is a feature that allows the firewall to act as a DHCP server and assign IP addresses to clients. It
supports both IPv4 and IPv6 traffic. It has been supported by PAN-OS since version 5.03. IKEv1: This option is not a
new feature in PAN-OS 11.0. IKEv1 is a protocol that supports both IPv4 and IPv6 traffic for establishing VPN tunnels. It
has been supported by PAN-OS since version 3.04. 

References: https://docs.paloaltonetworks.com/pan-os/11-0/pan-os-new-features/networking-features/dhcpv6-client-with-
prefix-delegation https://docs.paloaltonetworks.com/pan-os/9-1/pan-os-admin/networking/routing/open-shortest-path-
first-ospf https://docs.paloaltonetworks.com/pan-os/9-1/pan-os-admin/networking/dhcp/configure-a-dhcp-server
https://docs.paloaltonetworks.com/pan-os/9-1/pan-os-admin/vpn/set-up-site-to-site-vpn/set-up-an-ike-gateway 

 

QUESTION 4

A firewall engineer creates a new App-ID report under Monitor > Reports > Application Reports > New Applications to
monitor new applications on the network and better assess any Security policy updates the engineer might want to
make. How does the firewall identify the New App-ID characteristic? 

A. It matches to the New App-IDs downloaded in the last 90 days. 

B. It matches to the New App-IDs in the most recently installed content releases. 

C. It matches to the New App-IDs downloaded in the last 30 days. 

D. It matches to the New App-IDs installed since the last time the firewall was rebooted. 

Correct Answer: B 

https://docs.paloaltonetworks.com/pan-os/10-1/pan-os-admin/app-id/manage-new-app-ids-introduced-in-content-
releases/monitor-new-app-ids 

 

QUESTION 5

Review the screenshots and consider the following information: 

1. 

FW-1 is assigned to the FW-1_DG device group and FW-2 is assigned to OFFICE_FW_DG 

2. 

There are no objects configured in REGIONAL_DG and OFFICE_FW_DG device groups Which IP address will be
pushed to the firewalls inside Address Object Server-1? 
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A. Server-1 on FW-1 will have IP 2.2.2.2 Server-1 will not be pushed to FW-2 

B. Server-1 on FW-1 will have IP 3.3.3.3 Server-1 will not be pushed to FW-2 

C. Server-1 on FW-1 will have IP 1.1.1.1 Server-1 will not be pushed to FW-2 

D. Server-1 on FW-1 will have IP 4.4.4.4 Server-1 on FW-2 will have IP 1.1.1.1 

Correct Answer: D 
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