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QUESTION 1

Which option is required to activate/retrieve a Device Management License on the M.100 Appliance after the Auth
Codes have been activated on the Palo Alto Networks Support Site?

A. Generate a Tech Support File and call PANTAC

B. Select Device > Licenses and click activate feature using authorization code

C. Select PANORAMA > Licenses and click Activate feature using authorization code
D. Generate a State Dump File and upload it to the Palo Alto Network support portal

Correct Answer: C

QUESTION 2
How does SSL Forward Proxy decryption work?
A. SSL Forward Proxy decryption policy decrypts and inspects SSL/TLS traffic from internal users to the web.

B. The SSL Forward Proxy Firewall creates a certificate intended for the client that is intercepted and altered by the
firewall.

C. If the server\\'s certificate is signed by a CA that the firewall does not trust, the firewall will use the certificate only on
Forward Trust.

D. The firewall resides between the internal client and internal server to intercept traffic between the two.

Correct Answer: A

QUESTION 3

A customer is targeted by a true zero-day, targeted attack. However, the customer is protected by the Palo Alto
Networks security platform. The attack leverages a previously unknown vulnerability in IE but utilizes existing hacking
techniques on the endpoint. It is transported over standard HTTP traffic and conforms to the HTML standards. It then
attempts to download from a website, compromised specifically for this attack, a custom piece of malware to run on the
endpoints.

Which element of the platform will stop this attack?

A. App-ID

B. PAN-DB

C. Traps
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D. WildFire

Correct Answer: D

QUESTION 4

What are two benefits of using Panorama for a customer who is deploying virtual firewalls to secure data center traffic?
(Choose two.)

A. It can monitor the virtual firewalls\\' physical hosts and Vmotion them as necessary.

B. It can bootstrap the virtual firewall for dynamic deployment scenarios

C. It can manage the virtual firewalls\\' resource use, allowing for VM resource over-subscription.

D. It can provide the Automated Correlation Engine functionality, which the virtual firewalls do not support

Correct Answer: BD

QUESTION 5

Which profile or policy should be applied to protect against port scans from the internet?
A. An App-ID security policy rule to block traffic sourcing from the untrust zone

B. Security profiles to security policy rules for traffic sourcing from the untrust zone

C. Interface management profile on the zone of the ingress interface

D. Zone protection profile on the zone of the ingress interface

Correct Answer: D
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