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QUESTION 1

A customer is targeted by a true zero-day, targeted attack. However, the customer is protected by the Palo Alto
Networks security platform. The attack leverages a previously unknown vulnerability in IE but utilizes existing hacking
techniques on the endpoint. It is transported over standard HTTP traffic and conforms to the HTML standards. It then
attempts to download from a website, compromised specifically for this attack, a custom piece of malware to run on the
endpoints. 

Which element of the platform will stop this attack? 

A. App-ID 

B. PAN-DB 

C. Traps 

D. WildFire 

Correct Answer: D 

 

 

QUESTION 2

An endpoint, inside an organization, is infected with known malware. The malware attempts to make a command and
control connection to a CandC server via the destination IP address. 

Which mechanism prevent this connection from succeeding? 

A. DNS Sinkholing 

B. DNS Proxy 

C. Anti-Spyware Signatures 

D. Wildfire Analysis 

Correct Answer: A 

 

 

QUESTION 3

Which license is required to receive weekly dynamic updates to the correlation objects on the firewall and Panorama? 

A. WildFire on the firewall, and AutoFocus on Panorama 

B. URL Filtering on the firewall, and MindMeld on Panorama 

C. Threat Prevention on the firewall, and Support on Panorama 
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D. GlobalProtect on the firewall, and Threat Prevention on Panorama 

Correct Answer: C 

 

QUESTION 4

Which design objective could be satisfied by vsys functionality? 

A. Separation of routing tables used by different departments in company 

B. Provide same-device high availability functionality for different departments in a company 

C. Administrative separation of firewall policies used by different departments in company 

D. Allocate firewall hardware resources to different departments in a company 

Correct Answer: C 

 

QUESTION 5

What are three sources of malware sample data for the Palo Alto Networks Threat Intelligence Cloud? (Choose three.) 

A. Third-Party data feeds, like the partnership with ProofPoint and the Cyber Threat Alliance 

B. Palo Alto Networks AutoFocus generated Correlation Objects 

C. Palo Alto Networks Next Generation Firewalls deployed with Wildfire Analysis Security Profiles 

D. WF-500 configured as private clouds for privacy concerns 

E. Palo Alto Networks non-firewall products, like Traps and Aperture 

Correct Answer: ABE 

https://www.paloaltonetworks.com/products/secure-the-network/subscriptions/autofocus 
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