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QUESTION 1

What are three unique benefits of the Palo Alto Networks Content-ID? (Choose three.) Select 3 Correct Responses 

A. micro-segmenting network traffic based on the unique identification number of the content 

B. increasing latency as new threat prevention features are enabled 

C. detecting and preventing known and unknown threats in a single pass 

D. enforcing policy control over unapproved web surfing 

E. proactively identifying and defending against unknown, new, or custom malware and exploits 

Correct Answer: CDE 

 

QUESTION 2

The Security Operations Center (SOC) has noticed that a user has large amounts of data going to and coming from an
external encrypted website. The SOC would like to identify the data being sent to and received from this website. 

Which Secure Sockets Layer (SSL) decryption method supported by Palo Alto Networks would allow the SOC to see
this data? 

A. Forward Proxy 

B. Web Proxy 

C. Certificate Proxy 

D. Inbound Proxy 

Correct Answer: A 

 

 

QUESTION 3

A Human Resources (HR) application has the URL of https://hr.company.com:4433/. 

How should the "Service" column of the Security policy be set to match and permit this application? 

A. Define and then select a new custom Transmission Control Protocol (TCP) service with port 4433. 

B. Edit "service-https" to use port 4433. 

C. Set to "service-http". 

D. Set to "application-defaults," which will locate and match the HR application. 

Correct Answer: A 
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QUESTION 4

An administrator wants to deploy a pair of firewalls in an active/active high availability (HA) architecture. 

Which two deployment types are supported in this circumstance? (Choose two.) Select 2 Correct Responses 

A. Layer 3 

B. TAP mode 

C. Virtual Wire 

D. Layer 2 

Correct Answer: AC 

https://knowledgebase.paloaltonetworks.com/KCSArticleDetail?id=kA10g000000ClzkCAC
https://docs.paloaltonetworks.com/pan-os/10-2/pan-os-admin/high-availability/ha-concepts/
hamodes#id15a9d293-d220-431a-b616-bea9eedfdab2 

 

QUESTION 5

A firewall enabled as a decryption broker will take which of the following actions? 

A. forward clear text traffic to security chains for additional enforcement 

B. monitor the state of active connections to determine which network packets to allow through 

C. correlate a series of related threat events that indicate a likely compromised host on the network 

D. identify potential denial-of-service (DoS) attacks and take protective action 

Correct Answer: C 
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