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QUESTION 1

Which two features are found in a Palo Alto Networks NGFW but are absent in a legacy firewall product? (Choose two.)
A. Traffic is separated by zones

B. Policy match is based on application

C. Identification of application is possible on any port

D. Traffic control is based on IP port, and protocol

Correct Answer: BC

QUESTION 2
What is an advantage of having WildFire machine learning (ML) capability Inline on the firewall?
A. It eliminates of the necessity for dynamic analysis in the cloud

B. It enables the firewall to block unknown malicious files in real time and prevent patient zero without disrupting
business productivity

C. It is always able to give more accurate verdicts than the cloud ML analysis reducing false positives and false
negatives

D. It improves the CPU performance of content inspection

Correct Answer: B

QUESTION 3

Which three categories are identified as best practices in the Best Practice Assessment tool? (Choose three.)
A. use of decryption policies

B. measure the adoption of URL filters. App-ID. User-I1D

C. use of device management access and settings

D. expose the visibility and presence of command-and-control sessions

E. identify sanctioned and unsanctioned SaaS applications

Correct Answer: ABE

QUESTION 4

In Panorama, which three reports or logs will help identify the inclusion of a host source in a command-and-control (C2)
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incident? (Choose three.)
A. Saas reports

B. data filtering logs

C. WildFire analysis reports
D. threat logs

E. botnet reports

Correct Answer: CDE

QUESTION 5

What are three sources of malware sample data for the Threat Intelligence Cloud? (Choose three)
A. Next-generation firewalls deployed with WildFire Analysis Security Profiles

B. WF-500 configured as private clouds for privacy concerns

C. Correlation Objects generated by AutoFocus

D. Third-party data feeds such as partnership with ProofPomt and the Cyber Threat Alliance E. Palo Alto Networks non-
firewall products such as Traps and Prisma SaaS

Correct Answer: CDE

https://www.paloaltonetworks.com/products/secure-the-network/subscriptions/autofocus
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