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QUESTION 1

An exploit developer is coding a script that submits a very large number of small requests to a web server until the
server is compromised. The script must examine each response received and compare the data to a large number of
strings to determine which data to submit next. 

Which of the following data structures should the exploit developer use to make the string comparison and
determination as efficient as possible? 

A. A list 

B. A tree 

C. A dictionary 

D. An array 

Correct Answer: C 

data structures are used to store data in an organized form, and some data structures are more efficient and suitable for
certain operations than others. For example, hash tables, skip lists and jump lists are some dictionary data structures 

that can insert and access elements efficiently3. 

For string comparison, there are different algorithms that can measure how similar two strings are, such as Levenshtein
distance, Hamming distance or Jaccard similarity4. Some of these algorithms can be implemented using data
structures 

such as arrays or hashtables 5. 

 

QUESTION 2

During an engagement, a penetration tester found the following list of strings inside a file: 
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Which of the following is the BEST technique to determine the known plaintext of the strings? 

A. Dictionary attack 

B. Rainbow table attack 

C. Brute-force attack 

D. Credential-stuffing attack 

Correct Answer: B 

 

QUESTION 3

Which of the following documents must be signed between the penetration tester and the client to govern how any
provided information is managed before, during, and after the engagement? 

A. MSA 

B. NDA 

C. SOW 

D. ROE 

Correct Answer: B 

 

QUESTION 4

During the reconnaissance phase, a penetration tester obtains the following output: 

Reply from 192.168.1.23: bytes=32 time
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