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QUESTION 1

An exploit developer is coding a script that submits a very large number of small requests to a web server until the
server is compromised. The script must examine each response received and compare the data to a large number of
strings to determine which data to submit next.

Which of the following data structures should the exploit developer use to make the string comparison and
determination as efficient as possible?

A. A list

B. Atree

C. A dictionary

D. An array
Correct Answer: C

data structures are used to store data in an organized form, and some data structures are more efficient and suitable for
certain operations than others. For example, hash tables, skip lists and jump lists are some dictionary data structures

that can insert and access elements efficiently3.

For string comparison, there are different algorithms that can measure how similar two strings are, such as Levenshtein
distance, Hamming distance or Jaccard similarity4. Some of these algorithms can be implemented using data
structures

such as arrays or hashtables 5.

QUESTION 2

During an engagement, a penetration tester found the following list of strings inside a file:

3afi0cB8faabl3zeffeccadtezab3cal’s
Bec2fd4f526303a%dede7938etbeellceh
9453bf035c5341597d9810a5e65a10632
CB847bd4aZelteclfSchbbbae30d20464d5e8
ed2255427¢67a8l0ecfcecbfcd0le6d4pl140
cfbelfddéecblcScSabdic47£272ef4
cl0S5chc5aée%bhoc8l1f56aT7elabe3%91ad79
See35cdchbfls4Z2liebabed3debe794%ad
5a2ad0bcb202220cd4efecf057b01050be
4865a2ed25edl18515b7e87bebZ2bd40346
b0236938a6518fce5b72155%687e3a27b
ScB863547125585ef2ff%667545%cd3a464
abab3fecel58bi8520%2alcl186531a45F
Sb38816e791f1400245f4c62%a503beB
d12e624320454f4d3b34b85%ee716594£17
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Which of the following is the BEST technique to determine the known plaintext of the strings?
A. Dictionary attack

B. Rainbow table attack

C. Brute-force attack

D. Credential-stuffing attack

Correct Answer: B

QUESTION 3

Which of the following documents must be signed between the penetration tester and the client to govern how any
provided information is managed before, during, and after the engagement?

A. MSA
B. NDA
C. SOW
D. ROE

Correct Answer: B

QUESTION 4

During the reconnaissance phase, a penetration tester obtains the following output:

Reply from 192.168.1.23: bytes=32 time
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