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QUESTION 1

An attacker discovers a new vulnerability in an enterprise application. The attacker takes advantage of the vulnerability
by developing new malware. After installing the malware, the attacker is provided with access to the infected machine.
Which of the following is being described? 

A. Zero-day explogt 

B. Remote code execution 

C. Session hijacking 

D. Command injection 

Correct Answer: A 

 

QUESTION 2

A mobile device user is concerned about geographic positioning information being included in messages sent between
users on a popular social network platform. The user turns off the functionality in the application, but wants to ensure
the 

application cannot re-enable the setting without the knowledge of the user. 

Which of the following mobile device capabilities should the user disable to achieve the stated goal? 

A. Device access control 

B. Location based services 

C. Application control 

D. GEO-Tagging 

Correct Answer: D 

 

QUESTION 3

Which of the following network vulnerability scan indicators BEST validates a successful, active scan? 

A. The scan job is scheduled to run during off-peak hours. 

B. The scan output lists SQL injection attack vectors. 

C. The scan data identifies the use of privileged-user credentials. 

D. The scan results identify the hostname and IP address. 

Correct Answer: D 
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QUESTION 4

A security program manager wants to actively test the security posture of a system. The system is not yet in production
and has no uptime requirement or active user base. Which of the following methods will produce a report which shows
vulnerabilities that were actually explogted? 

A. Peer review 

B. Component testing 

C. Penetration testing 

D. Vulnerability testing 

Correct Answer: C 

A penetration test, or pen test, is an attempt to evaluate the security of an IT infrastructure by safely trying to explogt
vulnerabilities. 

 

 

QUESTION 5

Which of the following types of keys is found in a key escrow? 

A. Public 

B. Private 

C. Shared 

D. Session 

Correct Answer: B 

https://www.professormesser.com/security-plus/sy0-401/key-escrow-3/ 
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